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Foreword and structure
Welcome to the manual, Grip on Secure Software Development (SSD). This has been
drawn up from the point of view of a client who directs and guides the development of
user-friendly and secure applications, without wanting to encroach on the development
process of internal/external software suppliers. Grip on SSD thus enriches the
internationally recognised models aimed at software development processes. This
document has been created in close collaboration between a number of parties (clients,
contractors and consultancies), and is based on a wide range of experience and
knowledge from both practice and literature.
This manual has been written for two reasons. First, as an IT project client it’s difficult to
provide direction to developing secure IT services. Outsourcing the development,
maintenance and management to external suppliers makes this control issue more
complicated. Time and again there are unexpressed expectations for information
security. The client expects a skilled supplier who will take the right measures
spontaneously. At the same time the supplier expects the client to specify precisely what
has to happen. A lack of explicit agreements causes systems to be delivered with
vulnerabilities which are discovered too late, or not at all.
Secondly, existing best practices, manuals and methodologies for system software
development offer no grip for administrators and managers. In information security, the
emphasis is on long lists with appropriate technical and organisational protection
measures, and in the IT management libraries the emphasis is on perfecting processes.
These documents provide no practically applicable tools for the manager who is seeking
to guarantee quality, security and results for his organisation.
The SSD method comprises three pillars:
 Contact moments. The appropriate moments to guide the software development
process.
 Standard security requirements. The standard security requirements which form
the basis for the requirements which are communicated to the supplier. Alongside
this manual, a standard set of security requirements has been defined and is
available at http://griponssd.org.
 SSD processes. The processes, whether as activities within the existing processes
or not, among others for tracking risks and standard security requirements and the
organisation’s maturity level.
Chapter 2 provides an overview of the most important aspects and elements. Chapters
3, 4 and 5 each describe one of the stated pillars in more detail. Chapter 6 describes the
various actors/roles and their duties. Chapter 7 describes how an organisation can get
started with the SSD method, and how it can become more mature step-by-step.
For the support they have received, the authors would particularly like to thank the
members of the SSD practitioners’ community, and in compiling this document the staff
involved from UWV, Noordbeek, SIG, Capgemini, Ordina, DKTP and BKWI.
Amsterdam, February 2015
CIP thanks SIG, Centric and Sogeti for enabling this translation from Dutch to English.
CIP also thanks UWV ICV-ProjectProfessionals (IPP) for the printed matter.
Amsterdam, 22 June 2016
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Terms and synonyms
Where the term ‘supplier’ or ‘hosting party’ is used, ‘internal development department’
or the ‘internal IT department’ may also be read, because the same challenges apply in
their interaction.
Generic names have been used for the actors, namely ‘client’, ‘security advisor’,
‘Security Architect’ and ‘Security Officer’, while the target organisations have a variety of
names. This document uses the following terms and provides possible synonyms.
Term

Explanation

Synonyms

Supplier

This is an internal or
external partner who
designs, develops, tests and
delivers software

Internal development
department, external
software supplier, developing
party, contractor, supply
organisation

Hosting party

The party who delivers the
infrastructure on which the
software runs

Internal IT department,
external hosting party,
hosting provider

Developer

The person who actually
develops the software

Client

The person responsible for
issuing the order for
development

Client’s organisation

The organisation to which
the client belongs

Development
process

The process of specification
and design up to and
including the development
and commissioning of the
application

Software

See section 1.3

Application

The application of the
developed software

IT system

The composition of one or
more applications and
information which offer a
combined function

Information security

See section 1.4

Risk analysis

See section 1.4

Demand organisation

System, information system
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1
1.1

Introduction, objective and definitions
Motivation

Many international standards for information security focus more on protecting the existing systems and
infrastructure (e.g. networks and workstations) and less on software development. Developing secure
software is often regarded as a responsibility of the developer or supplier. The client often sets too few
demands in terms of security. Suppliers state that specific information security requirements are
lacking, so that they can devote little attention, or none at all, to these aspects. This leads to
weaknesses in the software or the systems, or their deployment in the production environment being
spotted late in the development or only in the use phase.
To gain more grip on security, a method is needed which already provides the requirements for
information security to the supplier prior to the development. These requirements must be appropriate
for the application field in which the software will be deployed, and must also encompass the use of
existing security functionality. Here it’s important that no superfluous demands are set, which raise
costs unnecessarily. For this reason a method has been chosen with an approach where suitable
security requirements are formulated for the software to be delivered, and where there is consultation
on this with the supplier at several contact moments. In this way whether the system will meet the set
requirements can already be established during the development process.

1.2

Objective

The objective of a client for IT projects in terms of information security is as follows:
The client wishes to have secure IT systems within a secure infrastructure, which can be used
safely by users, in accordance with the requirements of the operational processes to be
supported.
This document presents a Secure Software Development (SSD) method, which enables the client to
provide guidance on the results, without any influence being exercised directly on the development
process. The method is applicable for a range of development methodologies
(waterfall, agile) and is suitable for customised work and standard packages.

1.3

The object for Grip on SSD: ‘software’

This document refers to delivering software. This may be one or more different assignments for the
supplier, such as developing a new information system, a new (web) application, a new release or a
major change to an existing information system.

1.4

Terms for Grip on SSD: ‘information security’ and ‘risk analysis’

This document refers to ‘information security’. This is a collective term which should be read in a broad
context, and encompasses among other things also the requirements for privacy protection.
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In this context the term ‘risk analysis’ should also be read more broadly. In the case of person-related
details, which are covered under the provisions of the Personal Data Protection Act (‘Wbp’), or the
General Data Protection Regulation (‘AVG’), a Privacy Impact Analysis (PIA) must also be performed.

1.5

The actors for SSD

The SSD method is set up primarily to support the client. Here the contractor must understand how the
client has reached formulation of the requirements, and what importance he attaches to this. There are
also advisory parties who can help to improve the quality of the processes further with their specific
knowledge.
The parties involved can often be subdivided into three parties:


Client (the demand organisation);
o

Managers;

o

Purchasing department;

o

Programme and Project management;

o

Enterprise, Business and IT architects as representatives from the operational

o

Change organisation and specifically within it:

processes;







(Security) test teams;



(Security) management organisation.

The organisation of the supplier (the supply organisation), including:
o

Contract management;

o

Designers and developers;

o

Test teams.

The advisory organisation(s), including:
o

security advisor, for:


Embedding the SSD method in the demand-supply process;



Intrinsic support for the demand organisation;



Supervising and monitoring Security testing.

A detailed description of the organisational composition of the SSD method and of the actors, roles and
duties is provided in Chapter 6.
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2

Pillars within the SSD method

To achieve secure software, without having to intervene in the development process for the software,
the SSD method has three pillars:


The contact moments;



The standard security

Secure
Software Development

requirements;


The SSD processes.
Standard
security
requirements

Contact
moments

The foundation underlying the pillars is

Processes

knowledge and awareness among the
security advisors, process experts,
architects, designers and testers. A

Knowledge and awareness stakeholders

growth process creates awareness

Organizational set-up and maturity

among the stakeholders and those
involved, and knowledge and
experience of the requirements and processes to be

Figure 1: pillars of the SSD method

used are acquired.
Here the client must measure whether the knowledge and awareness are actually growing. Maturity
levels are defined for this measuring process, which match those of the Capability Maturity Model
(CMM). For most organisations CMM level 3 is sufficient for SSD, namely ‘established process’.
The relationship of the pillars to the development process is as follows:
Organizational set-up SSD

SSD - pr oce sse s
Business
impact
analysis

Risk attitude
organization

Maintain standard
security
requirements
Gap

Standard security requirements

Accountability

Legislation, policy, principles

Internal (dashboard), external (compliancy )

Risk analysis
Con ta ct
m om e n ts

Maturity
guidance

Risk control and risk acceptance
Security
testplan

Requirements
Code
review

Security
tests

Riscacceptance
Pentest

D e v e lopm e n tpr oce ss
Initial

Design

Build

Test

Acceptance

Production

Figure 2: relationship of pillars of the SSD method to the development process
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2.1

Pillar 1: Contact moments

The SSD method uses contact moments before, during and after the software development to ensure
that the software meets the set requirements. The security requirements are set before development,
and there are checks during and after development to ensure that the software meets these
requirements. At the contact moments adjustments can be made during the development, if necessary.
The five contact moments are:


Drawing up and setting the specific security requirements;



Code reviews;



Security testing;



Risk acceptance;



Penetration testing during the implementation and the use phases.

Risk analysis
Con ta ct
m om e n ts

Gap

Risk control and risk acceptance

Security
testplan

Requirements
Code
review

Security
tests

Riscacceptance
Pentest

D e v e lopm e n tpr oce ss
Initial

Design

Build

Test

Acceptance

Production

Figure 3: pillar 1 – Contact moments
The SSD method assumes that the supplier has a formal and structured development process. The SSD
method does not change the development process, but introduces an expansion to it.
The contact moments are covered in detail in Chapter 3. A brief description follows below.
2.1.1

Drawing up specific security requirements

The risk analysis yields a classification of the system and the data. The client provides a collection of
specific security requirements based on this. Once the requirements have been accepted by the
supplier, the client can be certain that the requirements will be implemented, and the supplier can be
certain that no new requirements will be added. If it is necessary however, the process for change
management comes into effect.
2.1.2

Code reviews

During or after the software development, a code review is a way of gaining an insight into the security
level, by studying the source code and its context, such as the design or configuration. This enables
adjustments to be made in good time, if necessary. The results of the code review are used in the
acceptance process when delivering the software.
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2.1.3

Security testing

The security requirements are put into concrete form and processed in the test plan during the design
phase. The ‘Security testing’ contact moment is part of the acceptance process, and is intended to
determine whether the delivered software meets the set security requirements.
2.1.4

Risk acceptance

After development, formal acceptance of the software and the risks takes place. This is part of the
client’s responsibility, and he will consult with the security advisors.
2.1.5

Pentesting

A penetration test (pentest) is a check on one or more systems for vulnerabilities, where these
vulnerabilities are also actually used to break into these systems. A pentest can be performed manually,
using software programs, or it can occur automatically with software packages.

2.2

Pillar 2: Standard security requirements

Having standard security requirements avoids having to draw up all the measures and thus all the
security requirements afresh for each project. The standard security requirements make up the basis
for composing the correct security requirements per situation.
The standard security requirements should consist of:


Security architecture;



Baseline security;



Classification of systems and data, focused on the requirements for Confidentiality, Integrity



Security measures based on attack patterns and known threats.

and Availability (CIA);

Standard security requirements
Legislation, policy, principles
Security
architecture

Baseline
security

Classification
of systems
and data

Attack
patterns

Risk analysis
Figure 4: pillar 2 – Standard security requirements
These requirements can be drawn up at the organisational level, but it would be even better to reach
joint requirements within business sectors and within the government. The CIP can play a role in the
collaboration which is needed for this.
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In the risk analysis the application area is determined for securing a new system, a new release or a
major change. Here a selection is made from the standard security requirements, partly on the basis of
the expected threats. The result is a list of specific security requirements, which is handed over to the
supplier.
The standard security requirements are covered in detail in Chapter 4. A brief description of the
components follows below.
2.2.1

Security architecture

The security architecture describes the pre-existing security measures in the production environment.
The risks which have already been covered with these security measures do not have to be covered
again in the application to be developed. So these measures do not have to be incorporated in the
security requirements, but an insight into them must be made available to the supplier so that these
security measures can indeed be used in the correct way.
2.2.2

Baseline security

The baseline security describes the requirements which have been selected from the standards being
deemed relevant to the organisation. The baseline security is coordinated with the suppliers who are
responsible for delivering secure systems. Agreement is needed between the client and the supplier on
the use of a baseline. The SSD method describes how this can be implemented.
2.2.3

Classification of systems and data

The party with final responsibility for an operational process performs a Business Impact Analysis (BIA).
Here the data streams, information systems and data collections are mapped out and classified for the
quality aspects of Confidentiality, Integrity and Availability (CIA). The CIA classification is used for the
selection of specific measures.
2.2.4

Measures based on attack patterns and known threats

An ‘attack pattern’ is a classification of similar attacks on vulnerabilities or weak spots in a system or
network. Classifying the risks by attack patterns imparts a structure to them, enabling the risks to be
kept surveyable. It is also important that the known threats are kept constantly updated.
It’s efficient to keep track of the measures already taken against risks and attack patterns, to avoid any
duplication of measures.
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2.3

Pillar 3: SSD processes

The client must have a vision of how to provide guidance and direction to the secure development of
the software. The SSD processes support the client in this. To be successful the client must use the
processes in a structured way, particularly processes which ensure that the security requirements are
drawn up and incorporated appropriately and effectively.
Within his own organisation, processes to this end must be set up or existing processes must be
expanded for:


The Business Impact Analysis (BIA);



Building up and maintaining the collection of standard security requirements;



The risk analysis and if appropriate the Privacy Impact Analysis (PIA);



Providing accountability;



Guiding on SSD maturity.
Organizational set-up SSD

SSD - pr oce sse s
Business
impact
analysis

Risk attitude
organization

Maintain standard
security
requirements

Standard security requirements
Legislation, policy, principles

Risk analysis

Gap

Maturity
guidance

Accountability
Internal (dashboard), external (compliancy )

Risk control and risk acceptance
Figure 5: pillar 3 – SSD processes

SSD can only be a success if it is supported actively and is propagated by the client. He must have a
vision as to how this should be achieved for information security, and must make knowledge, resources
and manpower available for this. The person driving the SSD process must have a clear mandate and
must be able to act with authority towards the line and the suppliers.
By making the SSD processes part of the existing processes, no additional processes need to be set up.
The ‘Organisational set-up of SSD’ is described in detail in Chapter 6. The processes for SSD are
covered in detail in Chapter 5. A brief description follows below.
2.3.1

Business Impact Analysis

The party with final responsibility for an operational process performs an explicit Business Impact
Analysis (BIA) which establishes the quality requirements for the information systems used within that
operational process. The operational process provides the context in which the supporting IT resources
are located, and determines the classification per IT resource. These CIA classifications make up the
starting point for selecting the right measures.
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2.3.2

Maintaining the standard security requirements

The standard security requirements are a living collection of requirements, updated as new types of
attack are registered or if better security techniques become available. When the collection is updated,
this may influence the existing systems. This is why for each change, the security advisors and security
architects produce an assessment of the possible changes and any required modifications to the existing
systems.
2.3.3

Risk analysis

The process for risk analysis per relevant IT resource is an effects-oriented approach. The vulnerabilities
and risks are viewed which are inherent in the IT resources used, in conjunction with the context in
which the IT resources are used. The primary objective of the risk analysis is to support the client in
selecting the security requirements needed to deliver secure software. If the organisation feels it is
necessary, a Privacy Impact Analysis (PIA) can be performed.
2.3.4

Risk management and risk acceptance

There are various contact moments during the development process, in which an insight is provided into
risks. These risks can be mitigated or managed by (supplementary) security measures, or can be
accepted. This is kept updated centrally per project in this process. This gives the client an insight into
which risks are mitigated and, more importantly, which risks are still outstanding.
2.3.5

Rendering account

Rendering account can occur both internally (through a dashboard) or externally (through a compliance
statement). The SSD dashboard shows the relationship of the risk acceptance of projects to the risk
classification. A compliance statement indicates how the security of the software relates to one or more
chosen standards.
2.3.6

Guiding on SSD maturity

The client needs functionality in the information systems, while having as few disruptions and intrusions
as possible. In this context the SSD set-up must be monitored and possibly improved, until SSD has
actually reduced the risks for the operational processes appropriately for the organisation’s risk attitude.
This growth process requires maturity levels, with which an organisation can introduce the method
step-by-step and can formulate realistic expectations and clear growth objectives.
The maturity objectives, which are included in Appendix F:, are the resource in ‘guiding on maturity’.
These are based on the Capability Maturity Model (CMM) and are tailor-made for the SSD processes.
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3

The contact moments

In the classic approach to software development, the client issues an order to the supplier and receives
the complete product after some time. After an acceptance process, this product is then taken into
production.
For information security, this approach is not adequate in practice. The core of ‘developing safely’ is the
client’s involvement in various phases of the development trajectory. Only on the basis of interim
detection and, if necessary, adjusting, can one offer an effective rejoinder to the current threats to IT.
SSD uses the following five contact moments before, during and after the software’s development:


Drawing up specific security requirements:
With these requirements the supplier is notified of what level of security is expected;



Code reviews:
Verification occurs between times or afterwards, as to whether the right measures have been
taken;



Security testing:
Through tests the supplier has it confirmed that the software meets the set specifications,
including the security requirements, and presents the test results to the client;



Risk acceptance:
If it is decided that one cannot or does not want to fulfil a specific security requirement, this
decision must be confirmed by the client through an explicit risk acceptance;

Pentesting:
This entails that verification occurs during the implementation and use phases of whether the trivial
risks of open connections, default passwords or lagging maintenance levels have been covered.

Risk analysis
Con tact
m om en ts

Gap

Risk control and risk acceptance

Security
testplan

Requirements
Code
review

Security
tests

Riscacceptance
Pentest

Developm en tprocess
Initial

Design

Build

Test

Acceptance

Production

Figure 6: the contact moments
In fact developing secure software is a little like building a house. While the employees of the
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contractor, the plumber, the installer and the various suppliers are busy, the new homeowner (client)
looks around to discover whether building is being done in accordance with his or her expectations.
That’s because the new homeowner doesn’t want to face any unpleasant surprises when the keys are
handed over.

3.1

Drawing up specific security requirements

For developing or modifying software, the first contact moment in SSD is drawing up the specific
security requirements. In defining the requirements for software, a risk analysis is performed to
determine appropriate security requirements. Based on the risk analysis and perhaps the PIA, the
relevant requirements are selected and discussed with the supplier. The risk analysis process is
described in detail in section 5.2.
Drawing up security requirements generally occurs once per project or release. These requirements are
incorporated in the Project Start Architecture (PSA) or in the Functional Design (FD). For a tender the
requirements are included in the Programme of Requirements (PoR).
The specific security requirements are a partial collection of the standard security requirements tailored
to the assignment. Often these security requirements involve properties which are incorporated into the
software. A supplier will not deal with these requirements item by item and ‘check them off’. Designers
and developers themselves will elaborate from an integral concept to ensure that the entire system of
requirements is met, making use of their own building blocks and methods.
The principle of ‘Comply or Explain’ applies to the specific security requirements. If the supplier does
not want to, or cannot, comply with a specific requirement, this must be reported to the client along
with the assessment, and the process for risk acceptance must be performed by the client.
It is advisable before contracting to discuss with the supplier(s) the contents of the standard security
requirements from which the specific security requirements are derived. On the one hand this avoids
any surprises when issuing the specific assignments, because the suppliers know which security
requirements they can expect. They can already take these requirements into account when calculating
their pricing. On the other hand, experience has shown that suppliers often provide valuable
augmentation or feedback on security requirements, which can improve the quality and effectiveness of
the requirements.

3.2

Code review

To determine the security risks of software, the source code can be subjected to inspection through a
so-called code review. Given the costs of this type of inspection it is often only performed if the
Business Impact Analysis (BIA) indicates there may be an interest needing substantial protection.
3.2.1

The purpose of a code review

In a code review specialists look for vulnerabilities through the systematic study of code, design,
configuration and documentation, often using analytical tools. This can take the form of ‘pair
programming’, ‘informal walkthroughs’ or ‘formal inspections’, and may be augmented with interviews.
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The purpose of a code review is to find and resolve errors in the software which the developers may
have missed. Examples of these are ‘format string exploits’, ‘race conditions’, ‘memory leaks’ and
‘buffer overflows’. An ancillary objective is to improve the competences of the developers in order to
avoid that they make these mistakes again.
3.2.2

Risk areas to be reviewed

A code review can identify security risks, with specific attention paid to the following areas:
Data transportation;


Data storage;



Data and system authorisation;



Input and output validation;



Proof strength and logging completeness;



Unique identification of users;



Dealing with passwords carefully within the systems and data collections;



Access management;



Session management;



User management;



Maintainability. Poorly maintained source code can lead to errors in modifications. These errors
in turn can lead to new vulnerabilities or data leaks;



Testability;



Availability. Limiting Single Points of Failure and isolating error handling can avoid the software



Performance. Limiting bottlenecks can prevent the software becoming undesirably slow during a

becoming unavailable during a security incident;
security incident, such as a DDoS attack.

3.2.3

Code review and pentesting complement each other

A code review can reveal security risks which a pentest does not find. A code review can also be applied
in each phase of the development, while a pentest can only be performed on working software. As a
rule, in a code review, more vulnerabilities are found than in a pentest, because where the
vulnerabilities are located is apparent.
Nevertheless a pentest continues to be an important test of security, to ensure more certainty and also
to assess the software in conjunction with the infrastructure and other software. The certainty becomes
greater because a code review is an interpretation of source code and the interpretation can contain
errors. The reviewer might miss things or make false assumptions. The conjunction with infrastructure
and other software is important because it means new vulnerabilities can be introduced.
Even when one conducts a code review, the pentest continues to be necessary. Both approaches
complement each other.

3.3

Security testing

Attention points are drawn up in the risk analysis for the eventual testing of the software to be
delivered, among other things based on the ‘misuse and abuse cases’. The test plan is drawn up in the
design phase, taking account of these possibilities of incorrect use and abuse of functionality and data.
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In the software test phase the test plan is used to check whether the software meets the functional
requirements, the quality requirements and the security requirements. Testing and assessing is a
standard part of every development process. In the SSD context this process must be expanded with
the explicit testing for fulfilment of the security requirements.
A pragmatic approach is needed for testing and assessing. It may be noted as an aside that a 100%
test is only possible at a high cost. Such a complete test only provides certainty that the set security
requirements have been fulfilled, but it does not confirm that the system is actually entirely secure.
It is recommended when testing and assessing the developed software, to also assess the relationship
with any linked internal and external systems. These systems don’t fall within the scope of the test
phase, but they do play a role in mitigating the security risks of an application. A chain is only as strong
as its weakest link.
If because of its nature or complexity a test can be performed better only by the supplier or a third
party, then the client verifies (assesses) the test results. These tests are often performed by the
supplier. The results are presented to the client, who will verify these for the security requirements.
Any divergences are recorded in a divergence report and are incorporated in the risk acceptance.
3.4

Risk acceptance

If one of the previous contact moments shows that one or more of the security requirements has not
been met, the process of risk acceptance by the client then follows. In this process there is a
consideration as to whether the software should be accepted or not, and whether to accept the
divergence(s). This latter may occur, for instance, if the seriousness of the findings is low, or the costs
of any repair are too high. If the divergence involves multiple business units, in deciding on risk
acceptance the client must consult with his colleagues.
In consultation with the security advisors, the client makes the following considerations:


The application complies and is accepted:
The software complies with the security requirements in full, is accepted and can be taken into
production;



The software does not comply and must be modified:
The software does not comply with the security requirements. The software must be modified
and tested again, to then be offered for approval once more;



The software does not comply, but will be tolerated temporarily:
The software does not comply with the security requirements, but resolving the divergences is
less important than the need to put the software into production. The shortcoming will be
tolerated temporarily and a plan will be drawn up to repair the divergence and/or to implement
a mitigating measure;
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The security requirements are not accepted:
On further consideration the security requirements do not match the requirements of the
business. The specific security requirements will then be modified. The client determines
whether the software may nevertheless be taken into use and the changed requirements will be
incorporated in a subsequent release, or that the software first has to be modified.

3.4.1

Arrangements for a tolerance period

If the software does not meet the security requirements and the shortcoming is tolerated temporarily,
the following arrangements apply:


An elaborated plan with a business case is available, describing how and when the tolerated



The plan indicates what budget is needed and shows that this budget is available, including any



The plan is approved by the client.

solution will be migrated to a formally approved situation;
additional costs or cost reductions for use;

The end situation described in this plan, including any interim steps towards it, must meet the specific
security requirements.
3.5

Pentesting

A penetration test (pentest) is a check during the implementation and use phases on one or more
systems for vulnerabilities, where these vulnerabilities are also actually used to break into these
systems. A pentest can occur manually with the knowledge of a pentester, using software programs.
A pentest can be supported by automated testing, verifying among other things whether any trivial
connection possibilities or functionalities are open insecurely, which are not needed for the system’s
functioning. These more trivial tests are called ‘vulnerability scans’. Among other things, during these
vulnerability scans the maintenance levels of the middleware, platforms and network components are
checked.
Knowledge of a pentester is needed to carry out pentesting in addition to a vulnerability scan. A pentest
supplementing the vulnerability scan also verifies whether the open functionality could lead to any
misuse or abuse of the system.
The usual forms of a pentest are:


Black box testing: a specialist attempts to attack the software without any prior knowledge of
the software’s infrastructure and operation, to simulate a real hacker. It is therefore not always
possible to find the problems which may be embedded deep within the software, if the problem
has no observable divergent output. The more comprehensive the software to be tested is, the
less effective black box testing will be;



Grey box testing: a specialist attempts to attack the software with a rudimentary prior
knowledge of the software’s infrastructure and internal operation;



White box testing or crystal box testing: a specialist attempts to attack the software with
an insight into the source code;
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Monkey testing: a special tactic where random interactions are performed with the software in
search of a vulnerability. The automated form of this is called ‘fuzzing’.

Pentesting makes it possible to adjust to risks occurring in the production environment before the
acceptance and commissioning. Pentesting may be a motivation to expand the security requirements.
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4

The standard security requirements

The standard security requirements make up the knowledge source for applying the SSD method. They
comprise:


Security architecture, mostly made up of various blocks with security measures;



Baseline security, based on the applicable standards;



Classification of systems and data, focused on the requirements for Confidentiality, Integrity



Security measures based on attack patterns and known threats.

and Availability (CIA);

Standard security requirements
Legislation, policy, principles
Security
architecture

Baseline
security

Classification
of systems
and data

Attack
patterns

Risk analysis
Figure 7: the standard security requirements
In the risk analysis the application area is determined for the security for the software to be delivered.
Here a selection is made from the standard security requirements, partly on the basis of the expected
threats. The result is a list of specific security requirements, which is handed over to the supplier.
4.1

Security architecture

The enterprise security architecture establishes the security measures which have already been
implemented within the client’s organisation. The architecture is intended to contribute to synergy, and
to this end describes the cohesion between the various security measures.
The enterprise security architecture is often divided into blocks, aimed at specific groups of components
in the infrastructure. Examples of this are the Active Directory, the network components and various
types of middleware and platforms. This avoids security measures being set up and managed in a
fragmented form across the organisation. This also applies to the information which is stored in them.
Generally, these blocks are often not separate entities, but are part of the umbrella enterprise
architecture. Having a high-quality (mature) security architecture requires having a high-quality
enterprise architecture.
In a chain context, some of the security measures may also lie outside the organisation, such as the
DigiD facilities. If DigiD is used, risks for the authentication of citizens are already known, as are the
measures needed for this.
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The architecture may also introduce hindrances and limitations. For instance, authentication and
authorisation data is sometimes used for purpose limitation and to monitor the division of functions.
This no longer works when a switch is made to a federative, chain-wide system for Identity & Access
Management (IAM). An alternative then needs to be found for purpose limitation and function division.
It is possible to re-use security functions by sharing knowledge on the architecture blocks. Re-use leads
to fewer additional vulnerabilities and simplifies the test operations. Active collaboration with the
supplier and the hosting party is appropriate here.
4.2

Baseline security

A baseline has the nature of a best practice. It makes farther-reaching agreements necessary per
situation. This can occur on the one hand by letting the supplier put the best practice into concrete form
in a security plan or approach, and by establishing this formally per situation.
For software security, the following international standards in particular are important:


ISO 27002:2005:
This standard covers the possible security measures as best practices and forms a good basis
for selecting measures for a specific situation. Chapter 12 ‘Information systems acquisition,
development and maintenance – building security into applications’ describes the guidelines and
advice for acquiring, developing and managing software;



ISO/IEC 27002:2013:
This update encompasses several new chapters and measures concerning the standard ISO
27002:2005 and its measures, more in-depth and rearranged. It has also been updated to the
current status of the technology, and more attention is devoted to supplier relations in the new
version. In the 2013 version Chapter 12 has been replaced by Chapter 14 with the same name.
Because of the differences the versions cannot be used concurrently;



BIR:
The Baseline Informatiebeveiliging Rijksoverheid (baseline information security national
government, or BIR) is derived from ISO 27002:2005 and contains 50 supplementary rules of
thumb as a best practice. The BIR is used by (semi) public bodies; however there are variations
to the BIR at the various governmental levels:
o

For municipalities, the BIG

o

For water boards, the BIWA

o

For provinces the Interprovinciale Baseline Informatiebeveiliging (inter-provincial
baseline information security, or IBI);



ISO 27034:
This standard contains in Chapter 4 ‘Application Security Validation’ (under development) a
standards framework aimed at the security measures in the development of software. The
standards framework is code-centric and is intended as a measurable tool for the developers;



OWASP Application Security Verification Standard:
The OWASP ASVS offers a basis for testing the security measures of web applications;



ISO 25010:
This standard offers a frame of mind for security as a quality characteristic of software, and
describes exhaustively the various aspects on which agreement must be reached.
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The baseline can be expanded with extra standards the client designates as necessary for the specific
situation of his own organisation, and with the technology stacks in the production environment.
In producing this manual, an overview of security requirements has also been created, based among
other things on the abovementioned standards, and on the input from security experts. The standard
set of security requirements is available on the website http://gripopssd.org, along with standard
contracts and training materials.
The organisation must make a selection from the standards and measures of the applicable standards.
A Business Impact Analysis (BIA) is needed for this, where the specific security needs of the operational
processes are charted. The baseline is drawn up on the basis of the organisation’s specific situation.
A more pragmatic approach is integral adoption of the BIR. This is set up on the basis of the average
needs of (semi) public bodies, and may be implemented on the basis of ‘Comply or Explain’. Therefore,
the client is entitled to indicate which standards and measures from the BIR should or should not be
implemented within his own organisation, and a suitable baseline is thus established.
4.3

Classification of systems and data

The client establishes the importance of the operational processes and the software by classifying the
software and data into security classes. The classes are set up in accordance with the quality aspects of
Confidentiality, Integrity and Availability (CIA), as explained further in Appendix A. For each class a
minimum basis of the security requirements to be set and the security measures to be taken applies,
such as introducing non-repudiation when entering a transaction, encrypting data or not, etc.
The basis for setting up the information security in an organisation is ISO27001 and ISO27002, which
are included integrally in the ‘Baseline Informatiebeveiliging Rijksdienst (BIR)’. The table below contains
an overview of the classification levels, in which the BIR is marked as the baseline.
Quality aspect

Importance

Availability

High

Medium

Low

Integrity

High

Medium

Low

Strictly
Confidentiality

Confidential,
Risk class 3

Confidential,

Internal,

Public,

Risk class 2

Risk class 1

Risk class 0

The baseline for information security is focused on:


The default level for Availability is Medium;



The default level for Integrity is Medium;



The default level for Confidentiality is based on the requirements for Confidential or Risk class 2.
The levels may only be raised or lowered
through a risk analysis.

The CIA classification is used for the selection of specific measures, such as introducing non-repudiation
when entering a transaction or not, encrypting data or not, etc.
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4.4

Measures based on attack patterns and known threats

In practice many risks are inventoried in the risk analyses per project, without one knowing what other
project leaders are doing in the organisation. This leads to incomplete and ad hoc listings of risks, so
that there is no cohesive risk management.
The risks are recorded centrally within the SSD method. This means that each risk analysis assumes the
same overview of risks, whereby it is determined during the risk analysis which of them are relevant for
the software in question or not.
The client builds up the list of known risks based on:


The classification of systems and data;



Analysing the vulnerabilities within the production environment;



Using attack patterns made available from public sources or through suppliers of security



Drawing up profiles of possible attackers.



Public sources for attack patterns and threats include:



NCSC ‘White paper ICT security guidelines for web applications’ with examples of risks and



SANS Institute ‘Top 20 list of security vulnerabilities’ with examples of weaknesses from known



MITRE ‘Common Vulnerabilities and Exposures (CVE)’;



US-CERT ‘Technical Cyber Security Alerts’;



Microsoft ‘security advisory’;



OWASP ‘Top 10’ with the most frequent vulnerabilities in web applications;



CAPEC.

solutions;

measures;
programming errors;

4.4.1

TSP and CAPEC

The framework Team Software Process (TSP) of the Software Engineering Institute (SEI) offers a
structured approach for drawing up requirements for software. In this approach TSP-Secure is aimed
specifically at formulating security requirements. Assessing threats can occur through CAPEC.
CAPEC is a public, community-developed list of 1,000 attacks, listed by patterns. Each attack is
accompanied by a description. This list is a good basis to reach agreement with the software supplier on
how to deal with known attacks, and what measures will be taken for these by default. Appendix E:
includes a relevant part of the CAPEC-1,000 list.
CAPEC’s disadvantage is that it was drawn up for security advisors, developers and testers. The list is
extremely detailed and is thus not very convenient for a risk analysis from an operational processes
viewpoint.
4.4.2

Central list of attack patterns and threats

The central list of attack patterns and threats is intended for the structured execution of a risk analysis.
This list can also be used for:
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Testing:
By their concrete nature, attack patterns lend themselves well to setting up tests. The rule here
is that automated tools often already exist for testing for known threats.



Awareness:
The advantage of sharing the contents of the list with involved parties, partners and suppliers,
is that this contributes to the awareness inside and outside one’s own organisation;



Knowledge-sharing:
By sharing, the knowledge of other parties can be used to achieve a better list, and information
about any measures can be shared.

What is important is that the relationship between the attack patterns and threats on the one hand, and
the security measures on the other, is always considered. What risk arises by not having a specific
measure can then be indicated. This has direct importance for the process of risk acceptance.
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5

The processes for SSD

The processes/activities for SSD are set up primarily at the client’s premises, but the suppliers here
must ensure discussion partners, and must zero in on the client’s wishes. SSD can only be successful if
the processes/activities are tackled and implemented on both sides of the demand-supply relationship.
Organizational set-up SSD

SSD - pr oce sse s
Business
impact
analysis

Risk attitude
organization

Maintain standard
security
requirements

Standard security requirements
Legislation, policy, principles

Risk analysis

Gap

Maturity
guidance

Accountability
Internal (dashboard), external (compliancy )

Risk control and risk acceptance

Figure 8: the SSD processes

5.1

Business Impact Analysis

Various industry standards (such as ISO 27002/2) prescribe that the client is responsible for the
effective operation of the measures for information security. In this context the client must:


Establish the quality requirements for the information systems used within an operational
process on the basis of an explicit Business Impact Analysis (BIA). The operational processes
provide the context in which the supporting IT resources are located, and determine the CIA
classification per IT resource;



On the basis of the BIA, form an insight on:
o

The primary and secondary operational processes, needed for the execution of the core
tasks;

o

The objectives of each operational process;

o

The elaboration of each operational process into partial processes and information

o

The IT resources needed for the execution of these partial processes, and for retaining

o

The relevant threats to these IT resources;

o

The requirements for securing the quality aspects ‘Confidentiality, Integrity and

streams;
the information streams;

Availability’ (CIA) of the service provision per IT resource.


Have a risk analysis performed per IT resource, after which the minimum required measures are
selected;



Have the right measures implemented and propagated;
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Establish that the measures taken agree demonstrably with the security requirements and that



Have the whole of the security requirements and the security measures system evaluated

these measures are actually being complied with;
regularly.
The eventual outcome of the BIA by the organisation is a list of relevant IT resources with associated
CIA classifications. This outcome serves as the basis for the standard security requirements. The risk
analysis (see section 5.3) leads to specific security requirements and security measures per IT resource.
Appendix C: discusses in turn the considerations and steps to reach a list of CIA classifications for the
relevant IT resources from the operational process.

5.2

Maintaining the standard security requirements

Security requirements are derived from the strategic objectives and the risk attitude of the
organisation, and particularly those of its senior management. The risk attitude is derived from the
corporate values and the available budget. To a certain extent the starting points are determined by
external factors, such as legislation and regulations, budgetary requirements and other requirements
which the organisation must meet.
It is not the intention of the organisation to prevent all risks no matter what the cost, but to reach a
conscious consideration of the costs of measures versus the possible avoidable damage. If after proper
consideration measures are not taken, it must be known why this has been decided. To this end the
process for a formal risk acceptance has been set up. In the considerations concepts like ‘risk appetite’
and ‘risk criteria’ play a role.
Maintaining standard security requirements consists of two activities: drawing up the requirements and
maintaining the requirements. The security advisors and Security Architects monitor that the collection
of standard security requirements is kept up-to-date. Various sources are available for this, such as
NCSC, OWASP and NIST.
5.2.1

Drawing up standard security requirements

The standard security requirements make up the knowledge source for applying the SSD method. Their
quality is an essential precondition for implementing SSD successfully. The client must set up a process
to build up this knowledge source initially. This collation activity encompasses among other things:


Ownership:
For all components of the standard security requirements, owners must be designated and
mandated, who will be responsible for the contents and maintenance of their part. These
owners must be able to act with authority, so that they are able to secure and propagate the
synergy and effectiveness of the standard security requirements;



Security architecture:
Architects describe the various blocks, such as for the central and the local networks, the
workstations, the various types of platform, etc. For each of these blocks a Security Architect
must elaborate the security aspects and must describe the security mechanisms functionally,
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such as for identification, authentication, authorisation, encryption, logging, monitoring,
reporting, etc. The objective of this description is to offer project leaders, developers, etc.,
points of reference for using the pre-existing security mechanisms and to ensure synergy;


Baseline security:
Security advisors must make a selection from the standards and measures as described in the
applicable standards, as referred to in sections 4.2 and 4.4. The security advisors make this
selection based on their experience with the existing application landscape, the existing
infrastructure and their knowledge of the threats to the operational processes;



Classification of systems and data:
The classification of systems and data can be linked to the mandatory application of a minimal
set of the standard security requirements. On the basis of Appendix C: the client draws up
organisation-specific criteria for the classification for Confidentiality, Integrity and Availability
(CIA), and lets this classification be used within the operational processes. Business Impact
Analyses (BIAs) are then performed consecutively for the various systems and data collection.
In these analyses, the CIA classifications are assigned to these systems and data collections, to
serve as the basis for the risk analyses;



Security measures based on attack patterns and known threats:
Security advisors and Security Architects collect information about attack patterns and threats
from public and other sources. They draw up a structure for the central list and populate this list
such that it forms a good basis for the risk analyses. More detailed material, such as the CAPEC
list, is also prepared for the suppliers who are to design and develop the software.

The result of this initial collation activity must be coordinated with those involved and with the
suppliers, given that they must work with them later. Consensus must be reached on the structure and
depth of the material, and on the technical and financial feasibility of the requirements.
5.2.2

Maintaining standard security requirements

Only with the actual use of the standard security requirements will it become apparent whether they do
actually contribute to the software’s desired security. Those involved in the designs, the risk analyses,
the development and testing, etc., acquire experience and note which requirements are useful and
which requirements miss the mark or are perceived to be bureaucratic. There must be feedback on this
to the owners of the components of the standard security requirements.
The owners must perform maintenance on their part. This can be done on an ad hoc basis, if it appears
that specific requirements are not effective, or when new threats become known. Regular maintenance
is also needed, where for example all sources are checked annually to collect the changes incorporated
in them and to evaluate whether they need to be incorporated into the standard security requirements.
It is recommended to exchange information on the standard security requirements with other (semi)
public bodies, for example via CIP. By using this knowledge network, the organisation saves on its own
maintenance costs for this system, and one achieves more effectiveness because more knowledge is
bundled.
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5.3

Risk analysis

The risk analysis is intended to find and recognise weaknesses in the security or the set-up of the
software per project. Such a risk analysis may also involve parts of the application landscape or parts of
the infrastructure.
The risk analysis occurs during or prior to the requirement phase and the architecture phase. The
sources of threats to the specific software are identified, among others using the results from the BIA
and the attack patterns:


The threats are frequently related to the vulnerabilities of the chosen IT resources;



The threats arising from performing activities are also included in the analysis;



The risks are aimed at exploiting the dependences and vulnerabilities of the IT resources.

Here it’s important that the security advisor or Security Architect involved in the risk analysis is familiar
with:


How the software and data are used, and perhaps how they could possibly be misused or
attacked. These are the ‘misuse and abuse cases’;



What functionality is provided by the software and what data is used to this end. The CIA
classification for that functionality and those data is used to select the necessary requirements.
These are the requirements which realise the correct protection level, taking account of the
risks, the organisation’s policy and the prevailing legislation and regulations;



The measures already taken in other related software and within the infrastructure.

Sometimes this analysis is combined with a Privacy Impact Analysis (PIA) in the framework of the
Personal Data Protection Act (‘Wbp’), or the General Data Protection Regulation (‘AVG’). In this analysis
the specific security requirements are selected, tailored for the software which is to be developed.
If a risk cannot be covered by a mitigating measure, this risk must be presented to the business. The
business may either accept the risk, or decide to let the requested functionality fall away.
Appendix D: discusses the methodology for conducting risk analyses, where the CIA classification is the
starting point for selecting the right measures.
If the impact of supplementary measures is major, the demand and supply organisation must reach
agreement on how to deal with the change. This can lead to modifying the contractual obligations with
regard to the security requirements to be used, or to including the required measures in a future
release.
5.3.1

Assessing threats via STRIDE

The STRIDE analysis method was developed by Microsoft. It is a threat assessment. A decomposition is
performed, after which the sensitivity to threats is analysed per relevant component.
The name STRIDE is an abbreviation of the names of six categories of threats, namely:


Spoofing (misuse of the user identity, particularly passing yourself off as someone else);



Tampering (violating the Integrity);
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Repudiation;



Information disclosure (violating privacy or leaking data);



Denial of Service (DoS) (non-availability);



Elevation of privilege (misuse of powers).

5.3.2

Qualifying the risks

A risk is the chance that something happens which will have a specific impact. Qualitative and
quantitative methods are used to assess the value of risks and to compare them. The use of numeric
values in assessing the damage arising from incidents and disruptions leads to false security. That is
why this document has opted for a pragmatic means of qualification with a triple division, namely ‘High’,
‘Medium’ and ‘Low’.
To determine the likelihood of a threat arising:
Possibility of

Definition

occurrence
High

The occurrence is highly probable. Insufficient or no mitigating
measures have been taken to prevent the occurrence also actually
having serious consequences. Not a lot of effort/expertise is needed for
the occurrence to happen.

Medium

The occurrence is probable. However, sufficient mitigating measures
have been taken so that damage will be limited should there be any
occurrence. Limited effort/expertise is needed for the occurrence to
happen.

Low

The occurrence is not probable or amply sufficient mitigating measures
have been taken so that no significant damage will occur. Significant
effort/expertise is needed for the occurrence to happen.

To determine the extent of the possible damage arising from a threat:
Extent of the

Definition

damage
High

The damage to be expected leads to serious (political) image damage or
serious damage to trust among the chain partners or a long-lasting
interruption of the primary process.

Medium

The damage to be expected leads to limited image damage or limited
damage to trust at one of the chain partners or limited interruption of
the primary process.

Low

The damage to be expected leads to little image damage or damage to
trust among chain partners or interruption of the primary process.

To estimate the extent of the damage, the possibility of occurrence is combined with the extent of the
possible consequences in accordance with the following classification:
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Risk (per threat)
Extent of the damage from a threat
Possibility of occurrence Low

Medium

High

Low

Low

Low

Medium

Medium

Low

Medium

High

High

Medium

High

High

The end-result of this risk analysis is a list of threats which are perceived to be relevant to the IT
resources within the scope, and insight into the seriousness of these threats. This list is the starting
point for determining which standard security requirements and security measures are appropriate and
whether supplementary measures are needed and for determining whether a residual risk may still
exist. This is a risk which is not mitigated by the existing and proposed system of measures for
information security. Should there be a residual risk, this must be reported to the client, who must
accept this residual risk in writing on behalf of the relevant business unit.
5.3.3

Requirements for the method for risk analysis for SSD

The risk analysis begins at the operational process level and ends at the infrastructure level. The
purpose of the risk analysis is to identify and understand risks at the earliest possible stage, and to
state mitigating security requirements.
The risk analysis must take into account:


The application area. This involves the scope, namely the processes and services which have to



The known threats, arising from the central list with attack patterns and known threats, but also

be delivered;
the (as yet) unknown threats to:


Availability;



Integrity;



Confidentiality, including privacy;



Manageability.



Whether or not to re-use already-implemented measures (re-use of existing architecture);



The technology to be deployed and the architecture choices which are made;



The technical implementation;



The development processes, maintenance processes and work processes.

The result of the risk analysis must indicate:


What security requirements are relevant to the software, to be subdivided into setting up



Which defects and faults lead to which security risks;



Where in the lifecycle security requirements should be tested and/or assessed for defects and

preventive, detecting, corrective and repressive security measures;

faults;


Which artefacts should be tested and assessed;
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Which testing tools and testing techniques should be used;



Which residual risks remain open.

It should be noted that the quality of the risk analysis is entirely dependent on the competences and
experience of the staff involved in it. The client needs to devote attention to training and educating
these staff-members.

5.4

Risk management and risk acceptance

During the development process, the various contact moments are used to provide an insight into the
security risks. Ideally these risks are mitigated as early as possible in the development process through
(supplementary) security measures, or are made manageable, or are accepted. In this process the
accepted risks are kept updated centrally per project. The reason is also stated for each outstanding
(i.e. open) risk. Often the outstanding status will be the consequence of a conscious choice, based on a
consideration of the costs of a required measure versus the seriousness of the threat and the damage
which may arise from it. This gives the client an insight into which risks are mitigated and, more
importantly, which risks are still outstanding.
It is important that choosing whether or not to mitigate these risks can be understood by the client or
whoever is responsible for the supporting operational process. It must not be the case that such choices
are made further down the line, without the client being aware of this and without rendering account for
this.

5.5

Rendering account

Rendering account can occur both internally (through a dashboard) or externally (through a compliance
statement). The SSD dashboard shows the relationship of the risk acceptance of projects to the risk
classification. A compliance statement indicates how the security of the software relates to one or more
chosen standards.
5.5.1

Recording and reporting internally with the SSD dashboard

SSD has a dashboard giving senior management insights into the effectiveness of the risk management
achieved via SSD. In the dashboard, the risk classification of the software is balanced against the risks
run because specific measures have not been implemented. The risk classification is based on the CIA
classification of the information systems and the data collections, while the reported risks are the
consequence of explicit and deliberate risk acceptances.
To indicate the seriousness of a risk, a qualitative risk estimation is made under the subdivisions of
‘High’, ‘Medium’ and ‘Low’. This subdivision matches how those involved in SSD deal with risks. In the
perception of those directly involved, a more detailed quantitative approach is more likely to lead to a
false sense of security than to more meticulousness. In practice the qualitative subdivision appears to
match well the way many organisations act.
The dashboard makes it possible to see whether the agreed security measures are indeed covered, or
whether there is a gap. An explanation is furnished for each non-implemented measure, giving an
insight into what the considerations were. These might be a lack of technical resources, a decision
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based on costs versus usefulness, budgetary limitations, setting priorities, etc. Appendix H: describes
how the dashboard can be filled in an expandable way.
5.5.2

External recording of, and reporting on, compliance

There are several industry-specific standards and frameworks with which organisations are expected to
be compliant. For the government there is BIR, for the banking sector SOX and PCI-DSS, and more
generally the ISO 2700x series. These standards often have a wider application field than software.
There are many different standards, with different classifications which do not always match the
operational processes. With updates the standards are also sometimes structured in a different way.
To limit maintenance to documents after introduction, we advise recording the way in which one’s own
information security policy and detailed documents such as coding standards, relate to those standards.
This can be done with a compliance statement, describing the way in which compliance is achieved and
where specific information can be audited.
5.5.3

Gap analysis

By setting out the gap against the systems’ risk classification, an insight can be gained into which
application embodies the highest risks for the operational processes. This information can be used in
setting priorities for improvement projects and new releases.
By analysing the underlying considerations of the non-implemented measures, the causes of the gap
can be analysed. This allows one to see which clients may be imprudently ignoring measures, or where
there is too little budgetary leeway for actually making the software secure. Based on the analysis of
the underlying considerations, senior management can initiate actions with which the effectiveness of
SSD is improved.
The difference in required and implemented measures revealed through the dashboard can be used to
determine the size of the remaining risk, in other words the residual risk. Senior management must
decide whether this residual risk is acceptable for the organisation. Here the senior management’s risk
attitude plays a deciding role in which risks one wants to mitigate by taking supplementary security
measures.
The repeated execution of the gap analyses makes it possible to establish the progression or regression
with regard to information security policy. It can also be determined whether the standard security
requirements are based on an overly high or overly low perception of the risk acceptance by the
organisation.
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6

The organisational set-up of SSD

For SSD implementation, the organisation must have a clear structure for controlling information
security and checking its enforcement and observance. Among other things SSD influences:


The security processes;



The Security Architecture;



The Baseline Security;



The risk management process with the BIA, risk analyses and PIAs;



The purchasing procedures and contracts;



The interaction between on the one hand the designers and developers, and on the other the
security advisors and pentesters.

This is why several functions or roles must be established, such as those of the security advisors, the
Security Architects and the Security Officers. Different names for these may be used in different target
organisations, but there must be staff who perform the duties associated with these functions or roles.

6.1

The client

The ultimate client is always the Management or the Executive Board of the organisation. They will
delegate the role of client to the actual client, e.g. those responsible for the operational processes,
application owners, project leaders, etc.
The actual client is the responsible party for an operational process or the owner of an application, who
issues the order for new development or modification of software. The client is the one who is
mandated to take decisions on security requirements, and whether to accept divergences. He or she
represents the user organisation or the stakeholders.
For each order to develop software, it must be clear who the actual client is, given that in the SSD
method he or she will be responsible for the guidance, decision-making and risk-acceptance. From the
ultimate client there must be a clear mandate issued to the actual client, because SSD must be guided
under authority.

6.2

Security advisors

A security advisor participates in the development of strategy and policy aimed at information security,
promotes and coordinates the development of processes and procedures in this framework, and
oversees the realisation of the policy. The security advisor supports the line management in all phases
of the PDCA cycle in terms of information security.
Security advisors are the experts in standards for information security, and issue requested or
unrequested advice on this to the client and other involved parties.
A security advisor is the one who advises the client on the security requirements, the measures to be
taken, the estimations of the seriousness of divergences and whether or not to accept divergences. This
may also be a Security Officer, a Security Architect or another expert on information security.
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In the SSD method the security advisors are involved in drawing up the standard security requirements,
advising the clients, performing the risk analyses, drawing up the ‘misuse and abuse cases’, fulfilling the
contact moments and interpreting reports on test activities, incidents and disruptions.

6.3

(Enterprise) Security Architects

The enterprise security architecture is the means of monitoring the cohesion between the enterprise
architecture, the developments inside and outside one’s own organisation and the security measures
which have already been taken or are to be taken. For this reason the Enterprise Security Architects
must be positioned in a central location in the organisation, for example with the Chief Information
Officer (CIO).
The role of an Enterprise Security Architect is more than just delivering an enterprise security
architecture. This architecture is only a means of achieving the actual objective, namely secure software
in a secure environment. The real role thus consists of intrinsic guidance of the Security Architects and
the Security Officers.
The Enterprise Security Architects can also advise that investigations be conducted, or designs be
reviewed, and play a supporting role therein. The choice to conduct an investigation, or to review a
design, is generally up to the client. In this way more certainty can be obtained as to whether the
software meets the specific security requirements and is executed in a secure environment.
The Security Architects in the business units provide support for those responsible in the line, the IT
architects, the project leaders and the designers, among others in new projects. They ensure that the
prescribed mechanisms for identification, authentication, encryption, logging, monitoring, reporting,
etc., are used in the correct way, and they monitor the fulfilment of the specific security requirements.
6.4

Security Officers

The Security Officers are the contact individuals for the owners of the operational processes, the
information systems and the data collections. They know what is happening in the workplace, what
changes are occurring there and who the actual stakeholders are. They are often positioned in a
department for Information Management (IM), which reports to the Management of a business unit.
The Security Officers have two main duties:


Drawing up security requirements:
The Security Officers work with those involved within the operational processes to determine
the risks, the specific security requirements from the point of view of the operational processes
in the workplace, and the security measures to be taken. An instrument for this is the risk
analysis;



Advising on the acceptance of risks:
The Security Officers coordinate divergences from the security requirements with the application
owners. They play an advisory role in this, due to the fact that they not only understand the
divergences but also have a thorough understanding of the work processes within the
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operational process.
Larger organisations often have multiple Security Officers, one for each business unit, and a
coordinating Chief Security Officer (CSO) or Chief Information Security Officer (CISO).
The Enterprise Security Architect supports the Security Officers by contributing knowledge and
experience on the enterprise security architecture and the risk analyses, including the ‘misuse and
abuse cases’. Because information and experience is a two-way exchange, this interaction contributes
to the re-use of knowledge and experience organisation-wide.

6.5

Technical Security Officers

The Technical Security Officers are positioned within their own IT organisation, or they are the contacts
for information security for the external suppliers and hosting party. They have knowledge of the
specific aspects of the technology and the management processes within the IT organisation and of that
with the suppliers and hosting party.
The Technical Security Officers have two main duties:


Guaranteeing security requirements:
The Technical Security Officers and the Purchasing department bear joint responsibility for
contractually guaranteeing the security requirements. The guaranteeing concerns not just the
security requirements per application, but also the security requirements set from the
enterprise security architecture and which apply to the IT organisation, the suppliers and the
hosting party;



Drawing up an inventory of risks in the production environment:
Incidents and disruptions occur daily which have a negative influence on the operation of
information provision. When an incident or disruption is related to information security, a
Technical Security Officer is drafted in. Depending on the seriousness, a ‘root cause analysis’
follows, where alongside analysis of the cause, the ‘lessons learned’ are also established.
Sometimes this will lead to a change in the standard security requirements.

On the one hand the Enterprise Security Architect provides support and coaching to the Technical
Security Officers, and on the other he or she receives valuable information on what is actually
happening in the IT workplace. Because information and experience is a two-way exchange, this
interaction contributes to the re-use of knowledge and experience organisation-wide, and the central
collection of standard security requirements is continuously enriched.

6.6

The supplier (contractor)

For software, several departments or functions of the suppliers are involved in SSD. They include:


Contract management;



Designers and developers;



Test teams.
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The suppliers must be involved in the roll-out of SSD at an early stage. Here it is important to make
contractual arrangements. Thus using a minimum list of security requirements must be established in
the contract, as well as the contact moments, the test plan for information security, the code review,
testing and assessing and who will perform pentesting. All the issues involving SSD must be established
transparently by the supplier, for the client. The client does not then have to re-do all the tests, but can
assess the results and have random checks performed.
For the suppliers insight is also needed into the timeline for rolling-out SSD. They must know when the
processes must be set-up on their side.
It is recommended that suppliers be involved in drawing up the baseline security with the requirements
which have been selected from the standards as being relevant to the organisation. From their own
experience the suppliers can review the baseline, as well as the other components of the standard
security requirements. The suppliers themselves have an interest in this becoming a covering system,
which can be achieved in a pragmatic and cost-effective way. Ultimately they will be held responsible
for the result, namely the delivery of secure systems.
Working in accordance with SSD also has benefits for the suppliers. Once the specific security
requirements have been established, the supplier can incorporate this into his pricing, and he has the
certainty that no new requirements will be added. If it is necessary however, the process for ‘change
management’ comes into effect.
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7

Growing via, and guiding on SSD maturity

SSD is not intended for an approach using a ‘big bang’. The growth of the organisation can be realised
step-by-step and using gradual improvement programmes. The maturity levels drawn up for SSD can
constitute a guideline in defining the programmes. The maturity levels also act as measuring points to
determine the extent to which the organisation has control over obtaining and deploying secure
software. The maturity levels are described in Appendix F: and are a variant on those for the Capability
Maturity Model (CMM).
A pragmatic tile-by-tile approach to growing using phases and improvement programmes is included
below.

7.1

Baseline measurement

The organisation first has to know its own status of the processes which underlie the SSD. To what
extent are issues already controlled effectively, and where are the shortcomings?
Ideally researchers must be deployed who have experience in SSD with other organisations. These
researchers perform the baseline measurement, namely investigation of the IST, the SOLL and the GAP.
The IST is the current situation of the relevant processes and the SOLL is the description of SSD used in
this document. This then yields the GAP, namely the list of shortcomings.
A plan must be drawn up to address each shortcoming. This leads to an umbrella action plan and a time
scheme for the gradual introduction. Prudence is required in drawing up the time scheme, given that
SSD is based partly on a cultural transformation. One can only achieve this gradually.

7.2

Define the minimum starting point

The core of SSD is the knowledge source, namely the collection of standard security requirements.
Priorities must be set in building up this knowledge source. A start can be made with the relatively
easy-to-achieve components, such as:


Duties for SSD:
The SSD actors are described in this document, including the duties they should perform. Within
the target organisation the right people must be linked to the SSD duties, and they must be
mandated. The first issue here is the owners of the standard security requirements, the security
advisors, the Enterprise Security Architects and the (Technical) Security Officers;



Classifications:
The classification scheme must be drawn up for the information systems and data collections.
For many target organisations plenty of material is already present, and one can tackle drawing
up the classification scheme as a ‘quick win’. However the real challenge lies in the roll-out.
Nevertheless classification is an absolute necessity to be able to commence with SSD;
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The baseline security:
Most target organisations already have an informal baseline for security. This must be
formalised, in other words documented as a collection of security requirements for the
infrastructure. An alternative is to use a baseline from another (semi) public body, which has a
comparable infrastructure, and to adapt this baseline to one’s own specific situation;



The SSD dashboard:
From the start of the SSD roll-out the dashboard plays a significant role in providing an
oversight of the progress of the various actions, and to be able to monitor the processes. This
dashboard is populated gradually as more information systems and data collections fall within
SSD.

Parallel to these initial actions, there must be consultation with the suppliers, to prepare them for the
change in the interaction with them. They must be persuaded that active participation is expected from
them, as well as working together on setting up the contact moments.

7.3

Define the enterprise security architecture blocks

The Enterprise Security Architects and the Technical Security Officers must then start documenting the
enterprise security architecture blocks, and must secure the synergy between these blocks. Whether
the architecture conforms to the market must also be tested, namely whether this architecture fits with
that of other (semi) public bodies, particularly the chain partners.
Economies of scale are sought in government, particularly cost reductions by combining IT
infrastructures and reducing the number of computing centres and technical management
organisations. This must be taken into account when drawing up the architecture.
The enterprise security architecture roll-out is next. This implies informing and supervising the Security
Architects, the IT Architects and the project leaders, so that they know how they can use this
architecture.

7.4

Make use of the BIA and risk analysis mandatory

To roll-out the Business Impact Analyses (BIAs), decision-making is needed from the highest authority
in the organisation, namely the Executive Board or the Management. Without an instruction from
above, a BIA is doomed to failure. That’s because this is a major operation which affects many aspects
of a business unit. The BIA will only succeed if it has support within the user organisation, namely if
people perceive the usefulness of it, or if it is imposed from above.
The result of the BIA is the CIA classifications of the information systems and data collections. These
are preconditions for the roll-out of the risk analyses.
A tool for rolling-out the risk analyses is the SSD dashboard. All projects must be included in this, with
an indication of whether a risk analysis will be performed or not. If this is linked to business units, there
can be reporting on which units are devoting sufficient attention, and which are not, to this essential
part of SSD. Management can be persuaded to conform to SSD through such reporting.
A point of attention in risk analyses is the competences and experience of those involved. Certainly in
the beginning, training and coaching are needed to achieve useful results which have an added value
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for rolling-out SSD. Sufficient scope must be built into the planning to acquire these competences and
experience.

7.5

Enhance the predictability and optimise

A prudent time scheme and a pragmatic effort are important for the roll-out and then for SSD to grow.
In setting up the planning one needs to be realistic and not expect results too quickly. A managed
growth path is important, set up with small steps which follow each other in short cycles, so that even if
there are hindrances or delays, adjustments can be made quickly or there can be escalation.
Both the maturity levels and the SSD dashboard are tools for leading the roll-out along the right tracks.
These match a tile-by-tile approach with phases and improvement programmes, where SSD is
optimised step by step. In this way one grows towards the desired objective, namely secure IT systems
within a secure infrastructure, which can be used safely by users, in accordance with the requirements
of the operational processes to be supported.
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Appendix A:

Classification: Confidentiality, Integrity and Availability

The client establishes the importance of the operational processes and the software by classifying the
software and data into security classes. The classes are set up in accordance with the quality aspects of
Confidentiality, Integrity and Availability (CIA). For each class a minimum basis applies of the security
requirements to be set and the security measures to be taken.

1. Definitions: Confidentiality, Integrity and Availability
The definitions of the three applicable quality aspects for the operational processes are:
Availability:
Availability is guaranteeing that authorised users have access at the right moments to the data and
related operational resources such as information systems, or ensuring an uninterrupted continuation of
the information provision;


Integrity:
Integrity is guaranteeing the correctness, timeliness, currency and completeness of information
and its processing.
A part of Integrity is non-repudiation. This is the extent to which it can be shown that actions or
occurrences have occurred, so that these actions or occurrences cannot subsequently be
denied;



Confidentiality:
Confidentiality is taken to mean guaranteeing that information is only accessible to those who
are authorised accordingly, and that unauthorised disclosure is prevented.

A fourth quality aspect applies specifically to software development, namely:


Verifiability:
Verifiability is the possibility of being able to determine with a reasonable degree of certainty
whether the Confidentiality, Integrity and Availability requirements have been met. Not only
accountants, but also the management and for example system developers, must ensure that
sufficient and adequate alerts and records are built into the systems to make them verifiable.
This concerns both the presentation of the intended good operation and the display of faults
and/or shortcomings.

These definitions are in accordance with the applicable international standards for information security
and privacy protection.
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2. BIR as a baseline for classification
The basis for setting up the information security in an organisation is ISO27001 and ISO27002, which
are included integrally in the ‘Baseline Informatiebeveiliging Rijksdienst (BIR)’.
The table below contains an overview of the classification levels, in which the BIR is highlighted as the
baseline.
Quality aspect

Importance

Availability

High

Medium

Low

Integrity

High

Medium

Low

Strictly
Confidentiality

Confidential,
Risk class 3

Confidential,

Internal,

Public,

Risk class 2

Risk class 1

Risk class 0

The baseline for information security is focused on:


The default level for Availability is Medium;



The default level for Integrity is Medium;



The default level for Confidentiality is based on the requirements for Confidential or Risk class 2.
The levels may only be raised or lowered
through a risk analysis.

Examples:


For an information system which supports a statutory duty or financial transactions where nonrepudiation is needed, there is a high Integrity requirement;



For network provisions and information systems which support a process which may only be
interrupted to a very minor extent, there is a high Availability requirement;



The Confidentiality of an information system depends on the classification of the data which is
stored, processed or transported. For example the Confidentiality level of medical or judicial
data is Risk Class 3, or Strictly Confidential.

©Centrum voor Informatiebeveiliging en Privacybescherming

Grip on SSD The method

42 of 78
3. Availability: Three levels
Availability concerns the question as to whether the software is available at the moment and in the
condition which is desired and intended. The availability requirements depend on the consequences for
the organisation should there be any absence of the software, the influence on other processes and
operational resources, and the time period within which the software must be repaired.
The classification model for availability has three levels, namely ‘High’, ‘Medium’ and ‘Low’. The
classification model is focused on the risk that the software and thus the underlying operational process
is not available.
Availability level

Description

High

The occurrence of a disruption will have significant negative
consequences for the organisation.


If the software or parts of it are not available, the organisation will
suffer very considerable damage;

Medium



Related processes will not be able to proceed;



The requirement for repairing is < 1 day.

The occurrence of a disruption can have negative consequences for the
organisation, but through compensation and repair the consequences of
any risk which occurs are manageable.


If the software or parts of it are not available, the organisation will
suffer considerable damage;



Related processes will be disrupted, but can continue (to a certain
degree);


Low

The requirement for repairing is < 3 days.

The occurrence of a disruption will have (virtually) no consequences for
the organisation.


If the software or parts of it are not available, only minor damage
will be suffered.



Related processes will not be disrupted;



The requirement for repairing is < 2 weeks.

Grip on SSD The method

Date

11 March 2015
Version

2.0.
Page

43 of 78
4. Integrity: Three levels
The classification model for Integrity is predicated on the risk that the data from the software is not
stored, processed or transported correctly, in good time, in a current form or completely. The integrity
levels are particularly relevant for automated data processing without any human intervention.
Integrity

Description

level
High

In the event of manipulation of the operational process, the information
system or the data, the organisation will suffer major damage, such as:


Incorrect financial transactions can damage trust in the organisation.

The Integrity of the data is secured among other things by:

Medium



Requiring non-repudiation for financial transactions;



System of measures for internal management and functional separation.

In the event of manipulation of the operational process, the information
system or the data, the organisation will suffer limited damage, such as:


Through incomplete data or data which is delivered too late, for
example for financial transactions, trust in the organisation can be
damaged;



(Complex) legislation cannot be fulfilled well because the data
processing is not correct, in good time, up-to-date and complete.

The Integrity of the data is secured among other things by:

Low



Protecting against unauthorised mutations;



Maintaining internal and external consistency;



Establishing the Integrity of data from input to output.

In the event of manipulation of the operational process, the information
system or the data, the organisation will suffer minor damage, such as:


Incorrect or incomplete data or data which is delivered too late, such as
in internal reports, generally has little or no negative effects;



Incorrect or incomplete data or data which is delivered too late will have
little or no influence on trust in the organisation;



The Integrity of data cannot be established with certainty.

The Integrity of data rests on three objectives. These are:


Preventing unauthorised data changes by unauthorised users:



Preventing the pollution of uncorrupted data by data whose Integrity cannot, or cannot yet, be

Users are only permitted to modify objects within their functional fields.
established:
o

Only data is used during the processing whose correctness, timeliness and completeness

o

Only data is used during the processing which has been changed by those authorised to

has been guaranteed;
do so.

©Centrum voor Informatiebeveiliging en Privacybescherming

Grip on SSD The method

44 of 78
o

Maintaining internal consistency: During the processing, the data’s Integrity is
monitored and programmed checks are defined to establish the Integrity of the data
during the various process steps.

The rule of thumb is: if the Integrity of the data cannot be guaranteed, this data does not have, or may
not have, integrity.

5. Confidentiality: Four levels
The classification model for confidentiality is predicated on the risk of unauthorised disclosure of
sensitive data. The categorisation of data is also called classification. The term classification is used in
this document, where no distinction is drawn between classification and categorisation.
Confidentiality classification

Examples

Public (Risk class 0)





Brochures, web pages on the internet,
annual report.

Non-confidential publically available
corporate data.

Internal information (Risk class 1)




E-mail traffic, internal procedures and
work instructions.

Non-privacy-sensitive, non-public personal
data.

Unauthorised disclosure will lead to minor
damage.
Confidential (Risk class 2)




Personal data of clients (to the extent

Privacy-sensitive personal data,

they do not fall within another class),

confidential data.

BSN (citizen service number), financial or
economic situation of those involved

Unauthorised disclosure will lead to material or
immaterial damage. The damage may be

(individuals’ debts);


appraisals;

direct or indirect.

Strictly confidential, Secret (Risk class 3)




IP addresses;



Tender documentation;



Strategic policy documents.



Personal data on religion or beliefs, race,
political affiliation, health, sexual

Privacy of special personal data.

matters, membership of a professional or

Information which, if made public, could cause

trade association and criminal behaviour;

the organisation major (political) damage
either directly or indirectly. Unauthorised

Personnel files, salary slips, personnel



Details which could be misused for

disclosure will lead to major material or

identity fraud, such as biometrics, log-in

immaterial damage.

details (passwords), encryption keys;


Strategic plans and plans which have
considerable political sensitivity within
the organisation or the chain.
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Appendix B:

Establishing Confidentiality

The process of assigning a Confidentiality level for data has the following steps:


Initial: The person drawing up the information proposes a Confidentiality classification and ‘applies
this’ to the information;



Assignation: The confidentiality classification is assigned by the person responsible for the content;



Enforcement: The responsible person ensures the correct confidentiality classification of the data.

For data classification, it is relevant to draw a distinction between corporate data and personal data. By
way of example:


Personal data is data which can be related to natural persons. A policy (or a client file) is viewed in
this context as a collection of personal data;



Corporate data is data concerning the (progress) of the corporate process. Information about the
progress within the process of policy administration is regarded as a collection of corporate data.

Corporate data and personal data are often intermixed during the execution of the corporate processes.
This does not constitute a problem for classifying a data collection. The highest confidentiality
classification of data in a data collection determines the security of the entire collection.
1. Risk class 0, Public information
Data in Risk class 0 is public personal data. This encompasses personal data where it is accepted that in
its intended use, it does not constitute a risk for those involved, such as publically available telephone
directories, brochures, (public) internet sites, etc.
2. Risk class 1, Internal information
Data in Risk class 1 is only accessible to employees of the organisation and to third parties (data
recipients, processors and clients) for which it is intended. Purpose limitation applies.
The risks for those involved in the case of loss or unauthorised or imprudent use of the personal data
are limited, so that the standard security measures are often adequate. Processing personal data in this
class generally involves a limited amount of personal data. This also includes data intended for internal
work procedures.
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3. Risk class 2, Basic confidentiality level
Data in Risk class 2 may only be used and consulted by employees who should be able to use it as a
consequence of their function or duty, and by third parties (data recipients, processors and clients) for
whom it is intended.
Article 13 of the Personal Data Protection Act (Wbp) requires a risk-oriented approach to the protection
of personal data. The article stipulates that ‘suitable technical and organisational measures’ which
‘taking into account the status of the technology and the costs of the implementation, guarantee a
suitable security level given the risks inherent in processing and the nature of the data to be protected.’
The baseline assumes a basic confidentiality level. This encompasses securing the Confidentiality of:
Data which is classified at its highest as ‘Departementaal Vertrouwelijk’ (Restricted, or ‘DepV’ in Dutch).
See the ‘Besluit Voorschrift Informatiebeveiliging Rijksdienst – Bijzondere Informatie’ (VIR-BI, or Civil
Service Information Security [Classified Information] Decree);
Privacy-sensitive data which are classified to a maximum of Risk class 2;
Data on the financial or economic situation of those concerned. These may be data on individuals’
debts, for instance;
Data collections being processed which involve the entire or large portions of the population (the impact
of essentially harmless data across a large number of involved parties).
Data in Risk class 2 often occurs in (semi) public bodies. It may then concern, for instance, personallysensitive information like the Citizen Service Number (‘BSN’), personnel files, commercially confidential
information or sensitive information within the context of strategic policy-making (‘policy intimacy’), or
structured data collections across large parts of the population.
4. Risk class 3, Secret or strictly confidential
Data in Risk class 3 may only be accessible to a strictly prescribed group of the organisation’s
employees. Risk class 3 encompasses:
Personal data on one’s religion or beliefs, race, political affiliation, health, sexual matters, membership
of a professional or trade association, criminal behaviour and illegal or disruptive behaviour related to
an imposed prohibition arising from that behaviour;
Data which could be misused for identity fraud, such as biometric details, log-in details such as
usernames and passwords.
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Appendix C:

Business Impact Analysis (BIA) methodology

A project’s client or the person with final responsibility for an operational process is responsible for
considering the corporate values within the operational process versus the possible damage arising from
a violation of one of the quality aspects. The CIA classification is drawn up for the relevant software
using a Business Impact Analysis (BIA):


Availability and Integrity: The classification of an IT resource for Availability and Integrity
depends on the operational process in which the software is used;



Confidentiality: The classification for the Confidentiality of the data is specifically dependent
on the degree of privacy-sensitivity of the data. This depends on the process for which it is
used.

The BIA process runs as follows, shown in diagram form:

Figure 9: the BIA process
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The steps and responsibilities for the BIA are:
BIA steps

Responsible party

1. Objective of the operational process:

Client

o

Determining the objectives of the operational
process in the context of carrying out the
organisation’s core tasks.

2. Determining the scope:
o

Client

Identifying the primary and supporting subprocesses;

o

Identifying the information streams.

3. Selection of the framework-setting documents:
o

Security advisor

Drawing up an inventory of the relevant policy
documents and architecture documents within the
scope;

o

Selecting the relevant legislation and regulations;

o

Summarising the requirements arising from the
policy, the architecture and the legislation and
regulations.

4. Determining the threats:
o

Identifying the possible threats to the IT resources

Security advisor,
Security Architect

within the sub-processes and information streams.
5. Dependences of IT resources:
o
o

Security advisor,

Drawing up an inventory of the activities needed to

Security Architect,

perform the sub-processes;

Designers

Identifying the dependences of the IT resources
which support the activities within the subprocesses;

o

Analysing in broad outline how IT resources can be
attacked or misused;

o

Determining the consequences for the sub-process if
the IT resource breaks down or is disrupted;

o

Determining the CIA classification per IT resource.

6. Checking BIA result:
o

Client

Checking fulfilment of the BIA process.

The result of the BIA is a list of IT resources relevant to the sub-process, with a CIA classification per IT
resource.
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Step 1. Objective of the operational process
The objectives of an operational process are leading when drawing up an inventory of the requirements
for Availability and Integrity. The operational process is built up from one or more primary and
supporting sub-processes, where there is a determination of the degree to which they depend on the IT
resources for their correct and timely execution, and what the consequences would be of any
unavailability of these IT resources. The client makes the following considerations:
Considerations for the Operational Process
What are the objectives of the operational process?
o

How long can the operational process be interrupted or disrupted before
this leads to serious consequences for the organisation?

o

Which primary and supporting sub-processes form part of the operational
process?

o

What is the influence of an interruption or disruption of these sub-processes
on achieving the objectives of the operational process?

o

Which compensatory measures are available to still be able to achieve the
objectives of the operational process fully or partially, in the event of an
interruption or disruption?

`
The result of this step is a list of sub-processes and their influence on the operational process, plus an
overview of compensatory measures to reduce the seriousness of the consequences of a failing subprocess.

Step 2. Determining the scope
The client makes a selection of the sub-processes relevant to executing the operational process, which
are of essential importance to be able to realise the desired objectives. Per relevant sub-process, the
following considerations apply to the client:
Considerations for the Sub-process and Information Streams
What information streams are identifiable within the sub-process?
o

What IT resources support the sub-process and the information streams?

o

In what way can an IT resource interrupt or disrupt the sub-process or the
information streams?

o

If the IT resource breaks down or does not work well, are the consequences
of this only limited to the supporting sub-process, or are other subprocesses also interrupted or disrupted by it?

o

What compensatory measures are available to cushion an interruption or
disruption of an IT resource temporarily or permanently?

The result of this step is a list of IT resources and their influence on the sub-process and the
information streams, plus an overview of compensatory measures for failing IT resources.
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Step 3. Selection of the framework-setting documents
The security advisor establishes the corporate and legal requirements for the sub-process and the
information streams based on relevant policy documents and architecture documents and the relevant
legislation and regulations.
The result of this step is an overview of the corporate and legal requirements, which apply as a
mandatory framework for the underlying IT resources.

Step 4. Determining the threats
The security advisor and the Security Architect identify the possible threats to the IT resources within
the sub-processes and information streams. To this end the central list of attack patterns and threats is
used, so that the risk management is performed from an unequivocal approach.
Possible threats are breaches by hackers, DDoS attacks, virus attacks, Trojans, internal and external
fraud with data and transactions, misuse of unprotected backdoors in the systems and networks,
technical faults, the breakdown of a computing centre, the breakdown of networks, etc. Here external
information about threats can also be used, such as the OWASP Top-10, NCSC Advisories, etc.
The result of this step is an overview of the relevant threats to the IT resources within the envisaged
scope.

Step 5. Dependences of IT resources
In this step the security advisor, the Security Architect and the designers analyse the dependences of
the IT resources which support the activities within the sub-processes and the information streams.
There must be a determination of how the IT resources can be attacked or misused, and what the
consequences would be for the sub-process and the information streams if the IT resource breaks down
or is disrupted.
Considerations for the Dependences of IT resources
Per IT resource, the client combines the abovementioned interim results:
o

The dependence of the operational process for a failing sub-process and the
compensatory measures which may be available for this;

o

The dependence of a sub-process and the information flows on a failing IT
resource and the compensatory measures which may be available for this;

o

The corporate and legal requirements;

o

The possible relevant threats to the IT resources within the scope.

The result of this step is a list of IT resources relevant to the sub-process, with a CIA classification per
IT resource and a motivation as to why this CIA classification has been chosen.
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Step 6. Checking BIA result
The client is responsible for performing the BIA and thus also for the correctness of the result. In this
context he or she is assisted by the security advisors and Security Architects in interpreting the list of IT
resources and setting priorities for the risk analyses to be carried out.
The client verifies whether the ultimate objective has been achieved, namely insight into the CIA
classifications of all software, in other words of all information systems, (web) applications, data
collections, etc. within the scope.
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Appendix D:

Risk analysis methodology

The process for risk analysis per relevant IT resource is based on the standard NIST Special Publications
800-30 ‘Guide for Conducting Risk Assessments’. This is an IT-resource effects-oriented approach,
where attention is devoted to the vulnerabilities and risks which are inherent in the IT resources used,
and the context in which these IT resources are used. In this approach the sources of threats to the IT
resources are identified, among others using the results from the Business Impact Analysis (BIA):
o

The threats are frequently related to the vulnerabilities of the chosen IT resources;

o

The threats arising from performing activities are also included in the analysis;

o

The risks are aimed at exploiting the dependences and vulnerabilities of the IT resources.

The process steps are:

1. Determine scope, context and
I T-resources

3. I dentify known vulnerabilities
4. Determine likelihood of threats
ocurring, given the scope
5. Determine extent of damage

6. Determine the risk

Figure 10: process steps in a risk analysis

8. Update analysis

7. Communicate results

2. I dentify threat sources and threat
occurences
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The following steps are followed during the risk analysis process:
o

Determining the scope for the risk analysis, namely identifying the IT resources (information
systems, applications, data collections and other operational resources) for which the risks and
the required supplementary measures must be determined. The corporate and legal frameworks
and other relevant data are also copied from the BIA;

o

Identifying threat sources and threat occurrences which are relevant within the chosen scope;

o

Identifying the known vulnerabilities;

o

Determining the likelihood of the threats occurring, under the condition of the existing or

o

Determining the extent of the damage in the event of a violation of the quality aspects of

o

Determining the risk. This is the combination of the possibility of occurrence and the extent of

proposed system of measures and the known vulnerabilities;
Confidentiality, Integrity and Availability;
the damage to be expected, viewed across all threats.
In this analysis the net risk is used, namely the risk which remains if one assumes that the existing and
already-proposed system of measures for information security functions properly.
The process steps are explained further below.

Step 1. Determining the scope, frameworks and IT resources
The client establishes the context and the scope.
Step 1. Determining the scope, frameworks and IT resources
o

The client determines the purpose of the risk analysis. It may involve
charting the risks to a sub-process or information stream, or a renewal of
one or more IT resources, or a major project for new IT resources.

o

In the BIA the relationship is sketched out between the operational
processes, the sub-processes, the information streams and the IT resources
used within these. The corporate and legal preconditions for the activities
are also inventoried.

o

From this BIA overview the client selects the IT resources which are
relevant within the scope of this risk analysis. Based on the CIA
classification of these IT resources, he or she sets priorities for the risk
analysis, specifically including the IT resources which deviate from the
baseline.

An IT resource can suffice with the baseline in measures for information security if the CIA classification
is ‘C = Risk class 2, I = Medium and A = Medium’.
As soon as there is a higher or lower classification, the IT resource must be included in the list for
carrying out a risk analysis. If one wants to take more or fewer measures than the baseline prescribes,
the ‘Comply or Explain’ principle applies.
The result of this step is a list of IT resources for which the risk must be determined, plus an overview
of the corporate and legal frameworks within which work must be done with these IT resources.
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Step 2. Identifying the threat sources
The occurrences or source threats are identified which could lead to a violation of one or more quality
aspects of the chosen IT resources. With these threat sources, account is taken of the possibilities of
the threat source and the intention of the threat source.
Step 2. Identifying Threat sources and occurrences
o

The organisation maintains a central overview of the threats which are
relevant to the operational processes and the underlying IT resources. This
overview draws a distinction between applications with web access and
without web access, the various platforms used (operating systems and
middleware), and whether or not it is part of a financial stream;

o

From this overview the client selects the threats relevant within the scope.

o

The client organises a risk workshop;

o

The risk workshop is attended by experts in the relevant (web) applications,
platforms, middleware and networks, plus representatives from the subprocesses to be supported;

o

The result of the workshop is a list of the threats which involve the IT
resources within the scope.

o

The client analyses the sources of the various risks. With this insight the
possibilities, for example of hackers or fraudsters, and the intention of the
sources, are then mapped, to achieve a better picture of the risk.

The result of this step is a list of threat sources and threats which are perceived to be relevant to the IT
resources within the scope.
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Step 3. Identifying the vulnerabilities
Every platform, such as operating systems and middleware, has its weaknesses. Advice on hardening
platforms is provided by a number of sources, such as the CIS Benchmarks. With tooling such as a
Compliance scan and Vulnerability scans, the hardening and use of the right patch levels can be
monitored. Audits are also performed, where weaknesses detected by the auditors are reported as
findings.
The organisation must be aware of the weaknesses in its own infrastructure, and be able to establish
them in a structured form. As a source one can use the reports from the tooling, the findings of the
auditors and the knowledge and experience of the managers of the IT resources.
In this process step the vulnerabilities of the chosen IT resources are identified and under what
circumstances such vulnerabilities can be exploited.
Step 3. Identifying vulnerabilities
o

The organisation maintains an overview of the vulnerabilities which are
relevant to the IT resources. This overview draws a distinction between
applications with web access and without web access, the various platforms
used (operating systems and middleware), and whether or not it is part of a
financial stream;

o

From this overview the client selects the vulnerabilities that are relevant
within the scope.

o

The client organises a second risk workshop;

o

The risk workshop is attended by experts in the relevant (web) applications,
platforms, middleware and networks, plus representatives from the subprocesses to be supported;

o

The circumstances in which the previously listed vulnerabilities can be
exploited, are evaluated and discussed;

o

The vulnerabilities of the IT resources themselves are considered, and not,
for instance, the weaknesses in the underlying infrastructure, unless a
specific weakness arises through a combination of the infrastructure with
the IT resource;

o

The result of the workshop is a list of the relevant vulnerabilities which
involve the IT resources within the scope.

o

The client analyses the sources of the various vulnerabilities. With this
insight the possibilities, for example of hackers or fraudsters, and the
intention of the sources, are then mapped, to achieve a better picture of the
risk.

The result of this step is a list of vulnerabilities which are perceived to be relevant to the IT resources
within the scope, and an insight into how these vulnerabilities could be misused.

©Centrum voor Informatiebeveiliging en Privacybescherming

Grip on SSD The method

56 of 78

Step 4. Determining the possibility of occurrence
Now that the threat sources and the sources of vulnerabilities have become surveyable, there is an
analysis of the likelihood that the identified threats will indeed occur, and the likelihood that the threat
will successfully exploit a vulnerability.
Step 4. Determining the Possibility of occurrence
o

The client establishes the likelihood that a threat occurs based on the
experience and insight of those involved;

o

This likelihood is subdivided into ‘Low’, ‘Medium’ or ‘High’, as described
below.

o

The client makes an assessment as to whether the threat would be able to
exploit a vulnerability successfully.

The following subdivision applies to determining the possibility of occurrence:
Possibility

Definition

of
occurrence
High

The occurrence is highly probable. Insufficient or no mitigating measures have
been taken to prevent the occurrence also actually having serious
consequences.

Medium

The occurrence is probable. However, sufficient mitigating measures have
been taken so that damage will be limited should there be any occurrence.

Low

The occurrence is not probable or amply sufficient mitigating measures have
been taken so that no significant damage will occur.

The result of this step is a list of threat sources which are perceived to be relevant to the IT resources
within the scope, and an insight into how large the chance is that these manifest themselves.
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Step 5. Determining the extent of the damage
Per threat or threat source, an estimation is made of the magnitude of the damage to the IT resource,
after which the possible consequences are established for the sub-processes and the overarching
operational process.
Step 5. Determining the Extent of the damage
o

Per threat or threat source, the client determines the consequences for the
IT resource at the time the risk manifests itself. Here it is assumed that the
previously implemented and proposed measures for information security
are effective;

o

The client determines the extent of the possible damage for the subprocesses and the overarching operational process.

The following subdivision applies to determining the extent of the possible damage:
Extent of the

Definition

damage
High

The damage to be expected leads to serious (political) image damage or
serious damage to trust among the chain partners.

Medium

The damage to be expected leads to limited image damage or limited
damage to trust among one of the chain partners.

Low

The damage to be expected leads to little image damage or damage to trust
among chain partners.

The result of this step is a list of threat sources which are perceived to be relevant to the IT resources
within the scope, and an insight into the extent of the possible damage if these manifest themselves.
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Step 6. Determining the risks
Determining the seriousness of a risk is combining the likelihood of a threat occurring which actually
leads to the exploitation of a vulnerability, and the extent of the possible damage from such an exploit.
Step 6. Determining the risks
o

The client determines the seriousness of a risk;

o

Given that a qualitative analysis method is used, this involves mainly the
use of experience combined with good sense in reaching the consideration;

o

It is advisable to test the considerations and conclusions with those directly
involved, to verify that they share the same risk appreciation as the client.

To determine the seriousness of the risks, the possibility of occurrence is combined with the extent of
the possible consequences in accordance with the following classification:
Risk
Extent of the consequences
Possibility of occurrence

Low

Medium

High

Low

Low

Low

Medium

Medium

Low

Medium

High

High

Medium

High

High

The end-result of this risk analysis is a list of threat sources which are perceived to be relevant to the IT
resources within the scope, and insight into the seriousness of these threats.
This list is the starting point for determining whether supplementary measures are needed, and to
determine whether a residual risk still exists. This is a risk which is not mitigated by the existing and
proposed system of measures for information security. Should there be a residual risk, this must be
reported to the person with ultimate responsibility, who must accept this residual risk in writing on
behalf of the organisation.
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Appendix E:

CAPEC Attack patterns

CAPEC is a public, community-developed list of 1,000 attacks, listed by patterns. Each attack is
accompanied by a description. This list is a good basis to reach agreement with the software supplier on
how to deal with known attacks, and what measures the supplier will take for these by default.
The numbering below refers to the attack pattern in the CAPEC-1000 list version 2.0.
o

Access to the systems is misused:
Check whether the interaction with the systems could be misused for:
o

Data Leakage Attacks – (118):
A hacker misuses the communication possibilities in an application to request
confidential information. This could be personal details or information about the
application itself, with which weaknesses could then be found which would allow other
attacks to be carried out on them;

o

Resource Depletion – (119):
A hacker overloads an application, as a result of which the application runs up against a
boundary and performs incorrectly, or which causes Data Leakage;

o

Abuse of Functionality – (210):
A hacker uses the functionality of an application for purposes for which it was not
intended, and can thus perform unsafe activities;

o

Probabilistic Techniques – (223):
A hacker finds holes in the security by simply (or cleverly) undertaking many attempts.
Even when the chance is small, the hacker is often successful at getting in.

o

The identity of a user is misused:
Avoid the identity of a user being able to be misused for or through:
o

Social Engineering Attacks – (403):
A hacker manipulates users and stimulates them to perform actions, to disclose
confidential information, or to provide physical access to computer systems or facilities.
Several types of social engineering are described in http://www.social-engineer.org;

o

Spoofing – (156)
A hacker conceals his or her identity by using that of another. In this way data is
obtained in another’s name, or incorrect data is provided to another.

o

Exploitation of Authentication – (225):
A hacker obtains the data on the authentication of a user because the authentication
provision has not secured the data adequately;

o

Exploitation of Privilege/Trust – (232):
A hacker or user has rights or appropriates them and uses them to perform
unauthorised actions. Here the normal checks or function divisions are circumvented.
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o

The entry of data is misused:
Check that the entered data does not contain any instructions:
o

Injection – (152):
A hacker inserts in an entry field not data, but an instruction like an SQL statement. If
the software allows the entered information, it will not be processed as data, but the
instruction will be performed.

o

Weaknesses in the software are used:
Prevent the design not matching the desired handling of tasks, as a result of which the
software may exhibit undesirable behaviour or grant access to confidential data;
o

Time and State Attacks – (172):
A hacker ensures that multiple activities influence each other negatively in such a way
that the application ends up in an undesired situation, exhibiting undesirable behaviour
as a result;

o

Data Structure Attacks – (255):
A hacker has or obtains access to confidential data, because these are not protected in
an adequate way by the data structure, the design or the storage method;

o

Resource Manipulation – (262):
A hacker manipulates the settings of the software or has direct access to confidential
data.

o

Weaknesses in the physical security are used:
Prevent physical access, with which the logical access is circumvented:
o

Physical Security Attacks – (436):
A hacker attempts to gain physical access to confidential data, software, hardware or
the network.
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Appendix F:

Maturity levels

This appendix explains a variant of the Capability Maturity Model (CMM) used for SSD. This model has
five maturity levels, describing the degree to which an organisation has developed or can develop.
The five levels are:
1. Performed informally or ad hoc (performed);
2. Managed process (managed);
3. Established process (established);
4. Predictable process (predictable);
5. Optimised process (optimised).
Each organisation is free in the SSD level it aims for. For most organisations level 3 is sufficient. Higher
levels require major investment and a high awareness within the entire organisation.
The level being aimed for is the dot on the horizon. Implementation of the processes for SSD evolves as
the security organisation shapes itself. The interim levels make up the steps in this direction.
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Level 1 – Performed informally (performed)
At level 1, software is developed by the (external) supplier while one’s own organisation has insufficient
policy, guidelines, security requirements or (work) instructions to direct the supplier. Formal
specification processes are lacking, as are processes to set requirements and configured test processes,
for example with penetration tests.
Despite the lack of these facilities, the basic practices for information security are carried out and
requirements are set for the software in this way. This occurs on the basis of the personal expertise and
input of those involved.

Principles

Func%ons/
Processes

Rela%ons/
Dependencies

Organiza%onal
structure/architecture
a

Guidelines
Procedures

3
B

#
Administrator

IT system

f

Figure 11: diagram level 1 maturity
The diagram for level 1 indicates that there are few or no instructions or procedures at the process or
object level (the software). Issuing requirements and monitoring the quality of the software occurs at
the indication of the individual officer for information security. The duties and responsibilities of this
type of officer are however described.

Grip on SSD The method

Date

11 March 2015
Version

2.0.
Page

63 of 78

Level 2 – Managed process (managed)
At level 2 one’s own organisation is supported by operational policy and guidelines at the departmental
level. There is a certain degree of architecture underlying this. The requirements are no longer
conceived and provided to the supplier per application, but the requirements are re-used and there is
regular evaluation of one’s own department’s policy.
The organisation only learns at the local (departmental) level, because there is only a systematic
cohesion between the executive components, policy components and audit components. This means the
working method is indeed traceable, repeatable and standardised at the local level, but not yet
organisation-wide.
There is structural reporting on the security of software at the project level, but not yet any structural
reporting from departmental level to higher management.
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Figure 12: diagram level 2 maturity
The diagram for level 2 indicates that the policy, guidelines and work instructions are set at the
departmental level, and that there is guidance on the fulfilment. This leads to a learning process. The
organisation-wide architecture with the application landscape and thus the enterprise security
architecture blocks to be used, has only limited description.
At this level the policy, guidelines and work instructions do not necessarily have a connection with the
policy and the guidelines at the organisational level. The specification processes have not been set up
structurally, so that no relationship is established between the specification processes and the other
processes for information provision and security. The furnished requirements also do not necessarily
match the architecture of the organisation-wide IT landscape.
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Level 3 – Established process (established)
At level 3 one’s own organisation is supported by operational policy and guidelines at the departmental
and organisational level. At the departmental level the policy, guidelines and work instructions match
the policy and guidelines at the organisational level.
In accordance with level 2, the requirements are no longer conceived and provided to the supplier per
application, but the requirements are re-used and there is regular evaluation of the policy. Augmenting
level 2, there is a clear relationship between the policy used and the organisation-wide architecture. The
requirements from the organisation have been translated not only to the applications, but also to the
setting up of the context, the systems, the IT landscape and the management processes. This
translation has been guaranteed and is monitored.
The processes for specifications, testing and management have been set up structurally organisationwide, and are traceable, repeatable and standardised. The organisation learns organisation-wide,
because there is a systematic cohesion between the executive components, policy components and
audit components at both the departmental and organisational levels. There is structural reporting to
higher management on the security of software. The learning cycle at the general and specific policyrelated level takes several months.
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Figure 13: diagram level 3 maturity

Control structure
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The diagram for level 3 indicates that the policy, guidelines and (work) instructions are set at both the
departmental and organisational level, and that there is guidance on the fulfilment. In contrast to level
2, guidance is coordinated with the manager. The manager is involved in enforcement of the policy and
its execution, where there is reporting through so-called inspectors who are supported by audit
resources and information.
In the SSD method the audit resource and information are shaped by the dashboard. If desired any
tightening or in fact softening of the policy and the guidelines used can occur. This leads to a learning
process at both the departmental and organisational level. The organisation-wide architecture of the
system landscape and thus the enterprise security architecture blocks to be used, is described and is
used. At this level the policy, guidelines and work instructions at the departmental level match the
policy and guidelines at the organisational level. The specification processes have been set up
structurally and are implemented organisation-wide. The specification processes match the processes
for information provision and information security, and vice-versa. The furnished requirements match
the architecture of the organisation-wide IT landscape.

Improving efficiency at levels 4 and 5
Further maturity growth in levels 4 and 5 is aimed at improving efficiency in the cycles between policy
and audit. This fits with both ISO/IEC-15504 and CobiT, and CMMi. In both standards the levels above
are only approached from changes in administrative maturity, and not from the process-related
maturity.

Level 4 – Predictable process (predictable)
At level 3 there is an active relationship between the various parties involved and the various
processes. Augmenting level 3, the aim in level 4 is the speed of the interactions.
Here the organisation learns per application (change) to be accepted, without losing sight of the
cohesion between the choices at the department-specific level and the general organisational level.
The operational reality is monitored and modified constantly to achieve the organisation-wide policy
objectives.
Policy, guidelines and work instructions match the policy and guidelines at the organisational level. The
processes are structural. The requirements from the organisation have been translated into the
requirements for the software, the organisation-wide architecture, including the IT landscape and the
(security) organisation. This translation has been guaranteed and is monitored. Part of the monitoring is
(frequent) structural reporting from the SSD processes to the various management levels. The
management has insight into the status at any desired moment.
The learning ability in the executive and specific policy-related layer is optimised to the maximum in
level 4. This is possible through the far-reaching automated feedback loop in the specific policy-related
layer.
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However, the learning ability in the general policy-related level is not intrinsic to the executive
processes, but follows from feedback from the general audit. This learning cycle at the general and
specific policy-related levels generally takes several months.
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Level 5 – Optimised (optimised)
Augmenting level 4, level 5 has a strong and explicit (traceable) connection between external
requirements, security objectives, general policy, specific policy and execution. This results in the
possibility of adapting the organisation dynamically based on practical experiences and prognoses from
outside one’s own organisation.
The organisation learns at the executive and policy-related levels, in a cohesive form under a general
policy. The operational reality and effectiveness of policy is monitored constantly. The policy can be
modified in the very short term, to implement sudden changes in the environment. External
developments, such as changing legislation and regulations, are translated remarkably rapidly into new
specific policy and execution. Furthermore, the organisation is able to issue prognoses about costs and
reaction speeds.
Monitoring and reporting to higher management is based partly on the relationship between external
factors and internally the general policy, specific policy and the execution. The performance indicators
are easily traceable and are comparable with other organisations.
The learning ability has been optimised to the maximum in all layers, through the far-reaching
automated feedback loops in all layers.

©Centrum voor Informatiebeveiliging en Privacybescherming

Grip on SSD The method

68 of 78

Appendix G:
1.

Maturity levels for SSD

The SSD CCM levels for drawing up security requirements

The following table shows the CMM levels for drawing up security requirements.
B.01 Setting security requirements
SSD criterion

The organisation sets security requirements for the software suppliers for

(who and

its IT services.

what)
Level

Criterion (who and what)

SSD-CMM

1. Performed

The requirements issued to the supplier consist of a

model

informally

copy from the standard security requirements. In

(performed

specifying, the officer does not determine the cohesion

process)

with the organisation-wide requirements, or only to a
limited extent.
The requirements have not arisen following a risk
analysis and a correlation with the organisation
architecture.

2. Managed

The requirements issued to the supplier consist of a

process

selection from the standard security requirements.

(managed

Requirements are set for multiple software development

process);

trajectories. The requirements have been coordinated
with the supplier. Agreements on use have been
secured contractually with the suppliers.
In selecting the requirements, only a limited correlation
has been made with the organisation architecture and
enterprise security architecture blocks, so that
unnecessary requirements are avoided only to a limited
extent. The requirements have not arisen following a
risk analysis (specific policy).
Auditing occurs of the correctness of the requirements
in a cyclical process, as a result of which these are
updated regularly (specific audit).
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B.01 Setting security requirements
3. Established

In augmentation of level 2, the requirements have been

process

brought into line with the organisation architecture and

(established)

the enterprise security architecture blocks, as a result of
which no unnecessary requirements are provided. The
requirements have arisen following a risk analysis, as a
result of which the requirements match the organisation
need (general policy).
Auditing occurs of the correctness of the requirements
at two levels. In augmentation of level 2, they are
correlated regularly with the organisation architecture
and the enterprise security architecture blocks (general
audit).

4. Predictable

In augmentation to level 3, there are performance

process

indicators of standards and metrics which enable

(predictable

executive staff to act correctively or take measures in

process)

good time against security risks in software. The
execution is thus kept demonstrably in line with the
specific policy day by day.

5. Optimised

In augmentation to level 4, there are performance

process

indicators of standards and metrics which enable

(optimised

executive staff to adjust suppliers quickly and to

process)

determine the consequences for (and of) security
requirements. This is possible by using internationally
accepted performance indicators. The specific and
general requirements are thus kept demonstrably in line
with the organisation’s objectives day by day.

SSD norm

Cyclical process

indicators
The process complies with a standard

Plan-Do-Check-Act (PDCA)

pattern, including the elements of

Observe Orient, Do Act (OODA)

Preparation, Development, Approval,
Execution/Implementation and
Evaluation
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2.

The SSD CCM levels for code reviews

The following table shows the CMM levels for code reviews.

SSD criterion

The organisation tests whether the software has been written in such a way

(who and

as to comply with the conditions which were set.

what)
Level

Criterion (who and what)

SSD-CMM

1. Performed

Code reviews are not part of test plans to determine the

model

informally

quality of software; only when it has to be shown that the

(performed

software is not adequate structurally, then on an ad hoc

process)

basis the supplier is asked to provide a report of code
reviews.

2. Managed

For very operationally-critical applications, a code review

process

is carried out on a random basis. Arrangements on this do

(managed

not form a structural part of the test plan (specific policy).

process)

Feedback on this is delivered incidentally by the
organisation (specific audit).

3. Established

For very operationally-critical applications, a code review

process

is carried out by default. Arrangements on this form a

(established

structural part of the test plan (specific policy).

process)

Results of the code reviews are maintained in the
dashboard and are included in the risk acceptance process
(general audit).

4. Predictable

A code review is carried out by default. Mutual comparison

process

of the quality of the software is possible by using a

(predictable

methodical approach.

process)
5. Optimised

The suppliers use the same tooling and performance

process

indicators, so that performance from the suppliers is

(optimised

mutually comparable.

process)
SSD norm

Cyclical process

indicators
The process complies with a standard

Plan-Do-Check-Act (PDCA)

pattern, including the elements of

Observe Orient, Do Act (OODA)

Preparation, Development, Approval,
Execution/Implementation and
Evaluation
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3. The SSD CCM levels for Security testing
The following table shows the CMM levels for Security testing.
B.03 Security testing
SSD criterion

The demand organisation carries out, or causes to be carried out, a quality

(who and

check on the software.

what)
Level

Criterion (who and what)

SSD-CMM

1. Performed

The choice to test and/or to assess and the way of doing

model

informally

this, is made by the application owner on an ad-hoc

(performed

basis. Organisation-wide test processes and test

process)

facilities are not used for this. The test-sets are
determined per release, whereby no connection has
been established with previously agreed security
requirements.

2. Managed

Security testing occurs against security requirements

process

established organisation-wide. Ideally organisation-wide

(managed

test processes and test facilities are used for this. The

process)

results of the tests are mutually comparable. The test
sets are still not attuned to the requirements set from
the organisation-wide security architecture (specific
policy).
The results of the tests are passed on to become
recorded centrally in the dashboard. There is no
recording of whether the requirements set from the
organisation-wide security architecture have been met
(specific audit).

3. Established

Security testing occurs against security requirements

process

established organisation-wide. Organisation-wide test

(established

processes and ideally also organisation-wide test

process)

facilities are used for this. The results of the tests are
mutually comparable. The test sets are attuned to the
requirements set from the organisation-wide security
architecture (general policy).
The results of the tests are passed on to become
recorded centrally in the dashboard. There is also
recording of whether the requirements set from the
organisation-wide security architecture have been met
(general audit).

4. Predictable

In the Security testing short-cyclical processes are used,

process

as a result of which it can be predicted earlier whether

(predictable

software does not meet the requirements.

process)
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B.03 Security testing
5. Optimised

The suppliers use the same tooling and performance

process

indicators, so that performance from the suppliers is

(optimised

mutually comparable.

process)
SSD norm

Cyclical process

indicators
The process complies with a standard

Plan-Do-Check-Act (PDCA)

pattern, including the elements of

Observe Orient, Do Act (OODA)

Preparation, Development, Approval,
Execution/Implementation and
Evaluation.
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4.

The SSD CCM levels for pen testing

The following table shows the CMM levels for pen testing.
B.04 Pen testing
SSD criterion

The organisation tests whether the software also contains no security

(who and

risks during the system use.

what)
Level

Criterion (who and what)

SSD-CMM

1. Performed

Pen testing is not part of the security approach

model

informally

according to the SSD method. Pen testing is only

(performed

performed after one or more security incidents.

process)
2. Managed

Pen testing is performed for very operationally-critical

process

applications. However this is not yet a regular process

(managed

(specific policy).

process)

For very operationally-critical applications, the findings
are recorded in the dashboard and thus fed back to the
application owners (specific checks).

3. Established

For operationally-critical applications, regular pen

process

testing is performed (general policy).

(established

For the operationally-critical applications, the findings

process)

are recorded in the dashboard and thus fed back to the
application owners (general checks).

4. Predictable

Immediately after the delivery of an application

process

(release), a pen test is performed, so that the findings

(predictable

can be included in the acceptance process. These pen

process)

tests are part of the test plan.

5. Optimised

The executed pen tests are used immediately after the

process

delivery of an application (release). After a report of an

(optimised

increase in security threats from the NCSC, a focused

process)

pen test is performed.
The results are used as a criterion to wind back the
release or to decide to deactivate an (application)
service temporarily.

SSD norm

Cyclical process

indicators
The process complies with a

Plan-Do-Check-Act (PDCA)

standard pattern, including the

Observe Orient, Do Act (OODA)

elements of Preparation,
Development, Approval,
Execution/Implementation and
Evaluation
5.

The SSD CCM levels for risk acceptance
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The following table shows the CMM levels for risk acceptance.
B.05 Risk acceptance
SSD criterion

The application owner in the demand organisation has an insight into the

(who and

security risks and temporarily accepts any residual risks, and takes action

what)

on this.
Level

Criterion (who and what)

SSD-CMM

1. Performed

The risk acceptance is limited to notifying the application

model

informally

owner of the detected divergences from the set

(performed

requirements. The application owner accepts the

process)

residual risks without any follow-up arrangements being
made about them.

2. Managed

The application owner is notified of the detected

process

divergences from the set requirements. The application

(managed

owner accepts the risks and these are recorded in the

process)

dashboard. Divergences from the requirements set from
the organisation-wide security architecture are not yet
included and are also not recorded in the dashboard
(specific policy).
The application owner accepts any residual risks on the
findings on the standard baseline security requirements.
Because these are recorded in the dashboard and are
coordinated with the application owners, follow-up
arrangements on them are made. (specific audit)

3. Established

The application owner is notified of the detected

process

divergences from the set requirements. The application

(established

owner accepts the risks and these are recorded in the

process)

dashboard. Divergences from the requirements set from
the organisation-wide security architecture are included
in this (from level 3). (general policy)
The application owner accepts any residual risks on the
findings on the security requirements which are based
on the standard baseline and the requirements which
are set from the organisation-wide security architecture.
Because both are recorded in the dashboard and are
coordinated with the application owners, follow-up
arrangements on them are made. (general audit)

4. Predictable

Coordination with the application owner on the residual

process

risks and removing the residual risks occurs not only on

(predictable

the basis of the findings via the dashboard. The

process)

application owner avoids negative findings ending up in
the dashboard by eliminating them in a short cycle, thus
by bringing out a release in which the finding has been
eliminated more quickly.
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B.05 Risk acceptance
5. Optimised

The dashboard uses internationally applicable

process

performance indicators.

(optimised

The coordination and eliminating of residual risks with

process)

the application owner still leads to findings in a limited
way. Findings are eliminated in a short cycle. The
dashboard is used to show that the organisation is
functioning optimally in terms of information security.

SSD norm

Cyclical process

indicators
The process complies with a standard

Plan-Do-Check-Act (PDCA)

pattern, including the elements of

Observe Orient, Do Act (OODA)

Preparation, Development, Approval,
Execution/Implementation and
Evaluation.
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Appendix H:

The use of the dashboard

The dashboard records the extent to which applications meet the security requirements. The content of
the dashboard is dynamic over the two axes:
-

The set of applications (whole or partial) maintained against the security requirements changes
over time?

-

The security requirements maintained against the security requirements change over time.

It is important for a correct interpretation of the dashboard contents that the dashboard can deal with
this dynamic. The dynamic is supported by the correct use of colours in the dashboard, and a clear
report on the compliance with the SSD norms can be shown.
The use of colours in the SSD dashboard
The reports are aimed consistently at applications1. Statements on whether an application meets the
requirements always apply to the whole application. If part of the application (e.g. a module) does not
meet the requirement, the entire application therefore does not meet this requirement. Extending this
line, this means:


Green:
The entire application meets this requirement.



Red:
In the application, a divergence has been detected in one or more places. What divergence this
is, is saved in a comments field.



Light-green:
The requirement does not apply to this application (n/a). Explanation (comply) and agreement
has been obtained on this.



Orange:
The colour orange can show that agreements have been reached with the application owner on
the finiteness of the divergence. (This is in accordance with the tolerance approach 3.4.1 in the
document of the SSD method).



White:
There has not yet been any detection, simply because there is not yet a formal detection. This
applies to a new recently added requirement, or to an application which has not yet, or has
only partly, been subjected to the SSD norms.

In compliance terms: “The object of control is the application.” By also recording the application owner and the
software supplier in the dashboard, the extent to which the application owner and the software supplier are in control
can also be determined.
1
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This means: If in a release one only looks at a module in an application, then statements can only be
made on divergences, so that a detection can only go from white to red (or can only “become more
red”). According to this reasoning, because the entire application has not been considered, with this
change a detection can never go from white to green.
In practice the tester always considers the entire application. That part of the requirements for an
application is on white after a release will often only occur after delivery by the suppliers. Here the
supplier is only making a statement about the delivered module.
How does the SSD dashboard appear in practice in terms of colour?
Because new applications are added, or applications have not (yet) been subjected to the SSD
requirements (vertical axis), and because the number of requirements will rise in practice (horizontal
axis), a test (or assessment) will consistently not yet have occurred for part of the requirements for
various applications.
This means the dashboard may be populated as follows, for example.

This application is not
checked on all SSDrequirements

New application:
Not checked on SSD-requirements

Applications not checked on
the new SSD-requirements

©Centrum voor Informatiebeveiliging en Privacybescherming

Grip on SSD The method

78 of 78

Appendix I:

Reference documentation



Grip on Secure Software Development website: http://gripopssd.org



Software Security: Building Security In, Gary McGraw, ISBN: 0-321-35670-5, January 2006



Procedure Risicoanalyse, Standaard methodiek Groep ICT, RABO-groep, 4 January 2011



Team Software ProcessSM (TSPSM) Body of Knowledge (BOK), July 2010, Technical Report



https://buildsecurityin.us-cert.gov/bsi/articles/knowledge/sdlc/326-BSI.html



http://nl.wikipedia.org/wiki/ISO_25010



Presentation iComply: Secure Software foundation, 13 February 2013, Woerden



BSIMM4, September 2012, Gary McGraw, Sammy Migues and Jacob West



Department of Homeland Security (DHS) Build Security In: https://buildsecurityin.us-



http://www.sig.eu/nl/Nieuws_en_Publicaties/Publicaties/697/__Ontwerp_versus_implementatie



Baseline Informatiebeveiliging Rijksoverheid; 1 December 2012



Risicoanalyse, Een verkenning, publication by the CIO Interest Group Information Security, CIO



White Paper Secure Software, Software Improvement Group, 2013:

CMU/SEI-2010-TR-020, ESC-TR-2010-020

cert.gov/bsi/home.html
_–_de_kans_om_ze_niet_uiteen_te_laten_lopen__.html
http://www.informit.com/articles/article.aspx?p=446451
Platform Netherlands, September 2012; www.cio-platform.nl/publicaties
http://www.sig.eu/blobs/Whitepapers/Software_Improvement_Group_(SIG)_Secure_Software.
pdf

